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SIP Trunking Specification

1. Definitions

1.1  Acronyms & Definitions

Thefollowing table provides a list dflegapathused acronyms and definitians

Table 1-1 - Megapath Acronyms and Definitions

Acronym Definition

B2BUA Backto-back User Agent

CLID Calling Line Identification
EMI Enterprise Media Interfgd’eThe interc'o.nnectior.l point with thdegapathMedia

Interface (SMI) for sending and receiving media.

FQDN Fully Qualified Domain Name
NAT Network Address Translation

PCMU Pulse Code Modulation with riLaw scaling

PSTN Public Switched Telephone Network
QoS Quality of Service
RFC Request for Comment
RTP Realtime Transport Protocol

RTCP RTP Control Protocol
SBC Session Border Controller
SIP Session Initiation Protocol
SMI MeggpatH\/Ied.ia Interfacé The interconnection point with EMI for sending and

receiving media
TCP Transport Control Protocol
TLS Transport Layer Security
UA User Agent
UAC User Agent Client
UAS User Agent Server
UDP User Datagram Protocol
VolP Voice over Internet Protocol
Revision Rev: 1 .8 Copyright © 2011 Megapath, All rights reserved. 1
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1.2 RFC Support

The following table provides the list of RFCs thé¢gapathsupports. The RFC can
be found ahttp://mwww.ietf.0.
Table 1-2 RFC Support

RFC Description

1889 RTP: A Transport Protocol for Re@lme Applications

2327 SDP: Session Description Protocol

2833 RTP: Payload for DTMF Digits, Telephony Tones and Telephdgryass

3261 SIP: Session Initiation Protocol

3262 Reliability of Provisional Responses in Session Initiation Protocol

3263 Session Initiation Protocol (SIP): Locating SIP Servers

3264 An Offer/Answer Model with Session Description Protocol

3326 The Rason Header Field for the Session Initiation Protocol

3824 Using E.164 numbers with the Session Initiation Protocol

3891 The Session Initiation Protocol (S

3892 The Session Initiation Protocol (SIP) Referigyl Mechanism

3986 Uniform Resources Identifier (URI): Generic Syntax

4028 Session Timers in the Session Initiation Protocol

2 Copyright © 2011 Megapath, All rights reserved. Revision Rev: 1.8
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1.3  SIP Method Support
The following table documents the SIP Methods supportéddgapath

Table 1-3 SIP Method Support

SIP Method RFC Receive Send
INVITE 3261 Y Y
ACK 3261 Y Y
CANCEL 3261 Y Y
BYE 3261 Y Y
REGISTER 3261 Y N
OPTION 3261 NS* N
PRACK 3262 Y Y
INFO 2976 N N
UPDATE 3311 NS* NS*
SUBSCRIBE 3365 N N
NOTIFY 3265 N Y
REFER 3515 NS* N
MESSAGE 3428 N N
PUBLISH 3903 N N
Note T NS* = Not supported at this time
Revision Rev: 1 .8 Copyright © 2011 Megapath, All rights reserved. 3
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2. Overview

2.1  Scope and Assumptions

The purpose of this document is to show howMlegapathSMB Service
interoperates with IP PBXs via SIP trunking. It is not an exhaustive list of all
possible SIPTrunking techniques, rather a subset tMatjapattsupports. This
document and the language used imply that the reader is familiar with SIP and/or
VolIP technologies and standards.

2.2  Terminology

In this document, the key words 'MUST', ' MUST NOT', ' REQUIREEMALL',

'SHALL NOT', 'SHOULD', 'SHOULD NOT', ' RECOMMENDED', 'MAY", and
'OPTIONAL are to be interpreted as described in RFC 2119 and indicate requirement
levels for compliant SIP implementations.

2.3 Reference Architecture

The diagram belowkigure2-1 Reference Architaare depicts the points of
interconnection between tivdegapathnterfaces and the Enterprises Interfaces for
SIP signaling and RTP media.

Figure 2-1 Reference Architec ture

Speakeasy

SSTI SMI

€+» SIP
-€+» RTP

ESTI EMI

IP PBX

4 Copyright © 2011 Megapath, All rights reserved. Revision Rev: 1.8
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2.4  Megapath Configuration Data

Table 2-1 - Megapath Configuration Data

SIP Method Value
REGISTER 60 seconds
2.5 DNS

Megapathprovides theenterprise SIP Trunk Interfagdth either 1 SRV record or 2
A records for locating thBlegapathSIP Trunk Interface The SRV record will have
a 2 character state indicating the ETSI geographic State.

In the example SRV record below, the 2 <ch
State.

_sip._udp.wa 1-siptrunk - srv.voice.speakeasy.net.
That SRV record will resolve to 2 (two) A records.

14400 IN SRV 1 50 5060 cal - siptrunk - a.voice.speakeasy.net.
14400 IN SRV 2 50 5060 ny1 - siptrunk - a.voice.speakeasy.net.

The result reads, from left to right:

Time-To-Live (seconds)

Class (IN = Internet)

SRV

Priority (1-9, lower # = higher priority)
weight (not used)

port number (5060)

1 target (A record)

= -4 -4 -—a -—a -2

TheEnterprise SIP Trunk Interfaghould resolve the SRV record, then resolve the 2
A records, then register withe highest priority first and cache the second for
redundancy. In this caseal-siptrunk-a.voice.speakeasy.netould be the first

target because it has the higher priority and it is closer tBritexprise SIP Trunk
Interface

Note T It is required to use BS names as opposed to IP addresses in all IP PBX configurations.

2.6 Redundancy

Megapathprovides a means f@nterprise SIP Trunk Interfas¢o have redundant
access to thblegapatmetwork by implementing twiegapathSIP Trunk
Interfaces. TheMegapathSIP Trunk Interface are exactly the same, however, for
some, one will be primary and the other will be secondary.

Revision Rev: 1 .8 Copyright © 2011 Megapath, All rights reserved. 5
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Redundancy is achieved by tBaterprise SIP Trunk Interfacmticing a failure or
timeout of some sort at their primaiegapathSIP Trunk Intefaceand then
registering with their secondaljegapathSIP Trunk InterfaceWhen their primary
MegapathSIP Trunk Interfaceomes back, thEnterprise SIP Trunk Interfacan
fail back to their primanMegapathSIP Trunk Interface

The preferred methoaf failover is via DNS SRV records per RFC 2782. If SRV
records are not supported at frterprise SIP Trunk Interfaceustomers may use

one of the A records as a primary and the other as a secondary if that is supported at
their IP PBX.

2.7  Supported Transp ort Methods

MegapathONLY supports encrypted UDP for SIP transport.

2.8  LAN Design

Phone IP PBX

Below, Figure2-2 Sample LAN is a sample LAN architecture showing the path from
a phone through the IP PBX and to MegapathSIP Trunk Interface.

Figure 2-2 Sample LAN

Optional Fir(—_}wall I NAT Router Internet SSTI SBC

2.9 Firewalls and NAT

Firewalls are designed to prevent unauthorized access to a network. Firewalls can
also perform Network Address Translations, Applicationetayateway or proxy
functions and intrusion detection to name a few. They usually protect a trusted
domain, such as a private network, from artrusted domain like the public internet.

Network Address Translation or NAT is a mechanism for changingsi8yand 4
information in IP packets. Throughout this document, the term NAT will imply
changing any source or destination IP address as well any source or destination UDP
port number unless noted otherwise. The main purpose of NAT is to bridge two
differentnetworks.

There are many types of NAT techniques such astiie or ong¢o-one NAT,
addresgestricted or portestricted NAT, Bidirectional and symmetrical NAT. There
are also protocols created to discover and traverse NATs such as STUN, TURN and

6
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ICE. None of these methods are supported, thus the details of each are outside the
scope of this document.

In a typical scenario, where a firewall is performing both security and translation
functions, the firewall will be configured with interfaces in boté ttusted and un
trusted domains. In normal operation, the firewall will allow the private network to
make connections out to the-trasted domain and disallow connections from the
untrusted domain into the private netwolRigure2-3 Firewall NAT Operation
depicts a firewall in this typical scenario.

Figure 2-3 Firewall NAT Operation

Private Host_ Firewall / NAT Public Host
Trusted Domain Untrusted domain

Packet 1 Packet 2

Source: Private Source: Public

Dest: Public Dest: Public

- -

Packet 4 Packet 3

Source: Public Source: Public

Dest: Private Dest: Public

1. The firewall changes the source address of the initial connectjopsefrom the
private network to look as if it came from the public network and sends it to the
destination address.

2. The firewall will cache the change it has made into a mapping for later use.

3. When the destination responds, the firewall compares theesaddress of the
packet to its mappings. If it matches the mapping in its cache, it lets it through.
This is also called a pinhole.

4. At this point, the firewall will change the destination address of the packet back
to the private address.

At this point, he two hosts can communicate freely as long as the source &
destination addresses dondt change and t he
firewall from closing the pinhole.

Some firewalls have ASIP awareo features d
application layer information in SIP packets. The use of these features is not

recommended, but is permitted as long as it wavlegapathhas seen situations

where registration, inbound calls and early media have been disrupted due to SIP

aware firewalls.tlis best to not use the SIP aware features of the firewall in this case.

TheSBCis thebest toicefor modifying SIP packets, but they are not required at
theEnterprise SIP Trunk InterfacEheMegapathSIP Trunk Interfaceleploys SBCs
to discover NATsand respond accordingly.

Note i TheMegapathSIP Trunk Interfacavill use the source IP address and source UDP port
number from the registration and reply back to them for responses and new call setup.

Revision Rev: 1 .8 Copyright © 2011 Megapath, All rights reserved. 7
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Whatever security and or NAT method used, the firewall/ldaVice SHOULD keep
track of the source UDP ports especially if it changes them or uses something other
than 5060. The firewall/NAT device MUST keep the pinhole open for at least 60
seconds of inactivity.

Note T To keep the pinhole open at tBaterprise SIP Truninterface theMegapathSIP Trunk

Interfacewill

request that th&nterprise SIP Trunk Interface-register every 60 seconds.

2.10 Quality of Service

Quality of Service is a mechanism designed to prioritize and transmit IP packets
based on user defined crite It consists of two basic concepts, marking and
queuing.

There are two formats in terms of marking

I TOSi Type of Service
1 DSCPi Differentiated Services Code Point).

The differences lie in the interpretation of th&ti8te in the IP header. TOS uses

bits for Precedence and 1 bit for each Delay, Throughput, Reliability and Cost
parameters. DSCP is similar to TOS in that it uses 6 bits for a classification/marking
and the last two bits for congestion notification.

There are mangnechanisms fogqueuirg andthesedepend on vendor or

configuration. Most common and simple is to have a queue for high priority traffic
and a queue for low priority traffic on a particular interface. That interface may have a
certain amount of the total bandwidth allocatedtat interface for the high priority
gueue and the leftover bandwidth for the low priority queue. It may also let other
traffic use the high priority queue/bandwidth if it is empty. Most of the time, traffic
may flow out an interface in a firgt-first-out fashion until a queue fills or the link
becomes otherwise saturated. At that point the device will enact its queuing strategy
and delay or discard lower priority traffic ensuring the higher priority traffic gets
transmitted.

It is a good idea to mark amgieue at the transmitting source of the packet or by

anot her device as close to the source as j
net work to another, the packets may be rer
scheme.

Note 7 If Megapathis your Internet servic provider, please feel free to mark and queue your own
VOIP traffic with a TOS precedence of 5 for signaling and media. Other received markings will be

overwritten

2.11 E.164 Compliance

E.164 is an ITU specification stating the format and numbering planiéphtne
numbers. In the context of SIP and E.164 compliance, it means prefixing digits with a
i+o and including the CC (Country Code) al
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in digits strings. Bel ow i s an example of
Code (1), the NPA (206) then the station digits in E.164 format.

+12063334444

Megapathests with and prefers sending and receiving digit strings in E.164 format.
TheMegapathSIP Trunk Interfacevill send all digit strings in E.164 format. The
EnterpriseSIP Trunk Interfac&HOULD send all digit strings in E.164 format.

2.12 Uniform Resource Identifiers

Uniform Resource Identifiey$JRI, are simply astringof charactersised tadentify

or name aesourceon thelnternet There are many kinds of URIs for locating and
communicating with resources such as web pages (http:) and mail (mailgiBD.

URI (sip:) containsspecific syntaxto identify and initiate a communicatis session
with a resourceRFC 3261 section 19 outlines the SIP URI format supported by the
MegapathSIP Trunk InterfaceTheMegapathSIP Trunk Interfaceloes not support

the other URIs such as sips: and tel:. Here is an example of a supported SIP URI.

sip:+1 2063334444@192.168.100 . 1:5060;user=phone

2.13 Caller-ID

CallerID is a mechanism for displaying the name and number of the person calling.
Typically, when a switch receives a call with only the calling number, the switch will
lookup the name for that numb The switch then includes that name in the
subsequent setup message. Names can also be assigned to numbers locally within a
switch and sent out with call setup message thus not requiring a lookup to be
performed by the far end.

Megapathincludes the diplay name for all the numbers it is authoritative for. For
calls from theMegapathSIP Trunk Interfacéo theEnterprise SIP Trunk Interface
theMegapathSIP Trunk Interfacavill send the CallelD information in the FROM
header. For calls from thenteprise SIP Trunk Interfad® theMegapathSIP Trunk
Interface the FROM must be one of the DIDs. The display hame sent to the PSTN
will be taken from the name assigned to the DID in our switch.

2.14  Privacy

In the context of VolIP, privacy is a mechanism foraaling the name and number
of the calling party from the called party. For calls fromMegapathSIP Trunk
Interfaceto theEnterprise SIP Trunk Interfache FROM header will contain
anonymous@anonymous.invalid.cper RFC 3261 if the calling party hisequested
privacy.

Note i Privacy from theEnterprise SIP Trunk Interfatce theMegapathSIP Trunk Interfacés
not supported via RPID or PAI.
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2.15 SIP Timers

The table below shows the SIP timers from RFC 3261, their default values, where
they can be found in theR and a brief description.

Table 2-2 SIP Timers

Timer Value Section Meaning

T1 500ms default Section 17.1.1.1 RTT Estimate

T2 4s Section 17.1.2.2 The maximum retransmit
interval for non - INVITE
requests and INVITE
responses

T4 5s Section 17.1.2.2 Maximum duration a
message will
remain in the network

Timer A initially T1 Section 17.1.1.2  INVITE request retransmit
interval, for UDP only

Timer B 64*T1 Section 17.1.1.2 INVITE transaction
timeout timer

Timer C > 3min Section 16.6 proxy INVITE transaction

bullet 11 timeout
Timer D > 32s for UDP Section 17.1.1.2  Wait time for response
Os for TCP/SCTP retransmits

Timer E i  nitially T1  Section 17.1.2.2 non - INVITE request
retransmit interval,
UDP only

Timer F 64*T1 Section 17.1.2.2 non - INVITE transaction

timeout timer
Timer G initially T1 ~ Section 17.2.1 INVITE response
retransmit interval

Timer H 64*T1 Section 17.2.1 Wait time for
ACK receipt
Timer | T4 for UDP Section 17.2.1 Wait time for
Os for TCP/SCTP ACK retransmits
Timer J 64*T1 for UDP Section 17.2.2 Wait time for
Os for TCP/SC TP non - INVITE request

retransmits
Timer K T4 for UDP Section 17.1.2.2  Wait time for
Os for TCP/SCTP response retransmits
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3. Detailed SIP Method Ref erence

3.1 INVITE

This method is used to initiate call setup, to modify an existing call, and to refresh a
session.

Sample INVITE

INVITE sip:bob@domainname.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=29hG4bKkjshdyff

To: Bob <sip:bob@domainn ame.com>

From: Alice <sip:alice@ip - pbx - domainname.com>;tag=88sja8x
Max- Forwards: 70

Call -1D: 001280f3 - abfb0071 - 4925fefd - 3ea924bb@192.168.1.8
CSeq: 101 INVITE

The INVITE example shows the INVITE line with username@domain. This needs to
be theusername of the credentials which have been providatelgapath The

initial INVITE will in turn be rejected with a 401 Unauthorized message and-the IP
PBX will need to resend the INVITE with the correct digest credentials

The Allow header in the INVITE mandatory and needs to be populated with at least
these methods: ThdegapathSIP Trunk Interfacevill offer a minimum of these
methods when sending to anPBX:

Allow: ACK, BYE, CANCEL, INVITE, NO TIFY, REGISTER

Exampleof a call setup and tear dowtarting with the initial INVITE:
IP-PBX.......... Megapath SIP Trunk Interface ~ .......

| = [N\ qe—— >| |

|<-- 401 Unauthorized - | |

| =-memme- ACK -----—--—-- >| [
I I I
| -------- INVITE =~ -------- >| [
| e INVITE =~ -------- >|
|< ------- 100 Trying  ----- | |
| < 180 Ringing ~ ------ |
|<--- 180 Ringing  ------- | |
| < e 200 OK --------- |
|[< = 200 OK  --------- | |
I I I
| --mmmmmmem ACK --------- >| |
I I I
|< Media Session >|
I I I
| < e BYE ---------- |
I I I
|[< - BYE ---------- | |
I I I
Revision Rev: 1 .8 Copyright © 2011 Megapath, All rights reserved. 11
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| [ — 200 OK === >

3.1.1 Megapath SIP Trunk Interface Compliancy Rules

1. An Initial INVITE sent by theMegapattSIP Trunk Interfacalways contains an
SDP offer and the SDP answer is expected in theréisgtonse

2. An Initial INVITE sent by theMegapathSIP Trunk Interfaceontains Albw and
Supported headers.

3. Session timers must be used as discussB#C 3261.
4. AreINVITE can be used to update the current session without stopping the call.

The initial INVITE will be challenged with a 401 Unauthorized for a request of
authorization.The caller will need to rattempt an INVITE with the correct
authorization credentials for the call flow to continue.

6. The initial INVITE and all subsequent INVITEs are required to have the

supported headers popul ated in the Al

3.2 ACK
The ACK mehod is used to acknowledge receipt of a final response (2xx, 3xXx, 4xX,
5xx, or 6xx) to an INVITE request and MUST be supported. The ACK message is the
final part of a threevay handshake establishing a session.

3.3 CANCEL
The CANCEL method is used to stop fivecessing of an INVITE and MUST be
supported.

3.4 BYE

The BYE method is used to terminate a session and MUST be supported.

3.5 REGISTER

A REGISTER methodillows a SIP device with a dynamicdPbehind a NAT
firewall to receive callsWhen set up correctly, thB-PBX registers tadhe Megapath
SIP Trunk Interfaceand renews the registration evéfyseconds to keep the server
up to datewith its current location and thdegapathSIP Trunk Interfacavill be able
to send subsequent signaling, like an INVITE todbece. Also, thdegapathSIP
Trunk Interfacewill not accept any other SIP signaling request without first
registering.

The first registration attempt by the-BBX will be returned with a 401 Unauthorized
from theMegapathSIP Trunk Interface The IRPBX will then need to send a second
REGISTER in dialogue with the proper credentials

12 Copyright © 2011 Megapath, All rights reserved. Revision Rev: 1.8
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Exampleinitial REGISTER:

REGISTER sip:speakeasy.net SIP/2.0
Via: SIP/2.0/UDP 22.33.44.55

From: fi20655555550
To: H20656555bp: 55
Call -ID: 6fd4932 -96842@22.33.44
CSeq: 52486 REGISTER

Max- Forwards: 70

Contact: fA20655555550 <sip:5555@22.33.44.55>; expires=60
User - Agent: Linksys/SPA962 -5.1.18(SC)

Content - Length: O

Allow: ACK, BYE, CANCEL, INFO, INVITE, NOTIFY, OPTIONS

Supported: replaces

<sip:5555@speakeasy.net>; tag=ed4f 6b4f
55@speakeasy. net >
.55

Example of REGISTER responding to a 401 Unauthorized sent WagapathSIP
Trunk Interface The only difference is it has an Authorization header and the CSeq
has increnented:

REGISTER sip:speakeasy.net SIP/2.0

Via: SIP/2.0/UDP 22.33.44.55

From: fi20655555550 <sip:5555@sp
To: 20655555550 <sip:5555@spea
Call -1D: 6fd4932 - 96842@22.3 3.44.55

CSeq: 52487 REGISTER

Max- Forwards: 70

Authorization: Digest

username="206 5555555 " ,realm="BroadWorks",nonce="BroadWorksXfsgboflvT6zc5jiBW

" uri="sip:speakeasy.net",algorithm=MD5,response="e7b19051ccdce503655b360a90
32a72d",qop=auth,nc=00000001,cnonc e="6f81ed02"

Cont act : 20655555550 <sip:5555@22.33.44.55>; expires=60
User - Agent: Linksys/SPA962 -5.1.18(SC)

Content - Length: O

Allow: ACK, BYE, CANCEL, INFO, INVITE, NOTIFY, OPTIONS

Supported: replaces

eakeasy.net>; tag=ed4f 6b4f
keasy.net >

If behind a NAT firewall the IFPBX will need to regi®r often to keep the

connection statéinhole) establish through the firewall for inbound calls to succeed.
TheMegapathSIP Trunk Interfacavill send a timer setting of 60 seconds for re
registering of the IFPBX.

Exampleof the dialog for a REGISTERia flow diagram:
IP - PBX Megapath SIP Trunk Interface

Upon a successful REGISTER thePBX will receive a 200 OK. If the credentials
are not correct thelegapathSIP Trunk Interfacevill return at 401 Unauthorized
until the correctredentials are provided.
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3.6

3.7

3.8

3.9

3.10

3.5.1 Megapath SIP Trunk Interface Compliancy Rules

1.

OPTIONS

ThelP-PBX provides its SIP signaling credentials to bhegapathSIP Trunk
Interfaceusing the SIP registration procedure for successive signaling to occur.

ThelP-PBX MUST supporthe digest authentication mechanism using a
username and password agreed upon by both parties.

A successful REGISTER MUST be completed before and INVITE will be
accepted for processing.

A successful REGISTER MUST be completed before the caller may platle a ¢

If an IP-PBX does not successfully register to egapattSIP Trunk Interface
all other SIP signaling from th#-PBX will be ignored by th&legapathSIP
Trunk Interfaceuntil a successful register has occurred.

A single reg for a trunk group isa@mmended/supported, multiple line reg may
work but is not supported.

TheMegapathSIP Trunk Interfacevill never send a REGISTER request.

The OPTIONS method is used to retrieve capabilities from an endpoint.

An OPTIONS request SHOULD NOT be usetlaaservice ping or a session keep
alive mechanism.

TheMegapathSIP Trunk Interfacavill never send an OPTIONS request.

PRACK

The PRACK method is used to acknowledge reliable provisional responses.

INFO

The INFO method is NOT supported by tlegapathSIP Trunk Interface

UPDATE

The UPDATE method is NOT supported by MegapathSIP Trunk Interfacat this
time.

SUBSCRIBE
The SUBSCRIBE method is NOT supported byMegapathSIP Trunk Interface
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3.11

3.12

3.13

3.14

3.15

NOTIFY

This method is used to send state information aboeg@urce. Th&legapathSIP
Trunk Interfacesupports NOTIFY as part of REFER.

A NOTIFY method SHOULD NOT be sent to tMegapattSIP Trunk Interface

All call flows that require a NOTIFY to be sent from tiegapathSIP Trunk
Interfaceare not supported #tis time.

REFER

This method is used to send state information about a resourdélegapathSIP
Trunk Interfacesupports NOTIFY as part of REFER.

A REFER method SHOULD NOT be sent to tMegapathSIP Trunk Interface

All call flows that require a REFER e sent from thiMlegapathSIP Trunk
Interfaceare not supported at this time.

MESSAGE

The MESSAGE method is not supported byMegapathSIP Trunk Interface

PUBLISH

The PUBLISH method is not supported by MegapathSIP Trunk Interface

Unknown Method

Any method not specifically describedTable1-3 SIP Me&hod Supportis
considered an unknown method and will not be processed MethapathSIP
Trunk Interfaceappropriately.

4.  SIP Header Support

Table4-1 SIP Header Suppgmielineates the headers and the directions in which

they are supported at tMegapathSIP Trunk InterfacePer RFC 3261, if a UAS

does not understand a header field in a request (that is, the header field is not defined
in this sgecification), the server MUST ignore that header field and continue
processing the message. A UAS SHOULD ignore any malformed header fields that
are not necessary fprocessing requests. THist of SIP headers is not a complete

list of all the SIP heaats. It is just a list of the headers used in SIP Trunking with
Megapath
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Table 4-1 SIP Header Support

Header RFC Receive Send
Accept 3261 Y Y
Allow 3261 Y Y
Authorization 3261 Y N
Call-ID 3261 Y Y
Call-Info 3261 Y N
Contact 3261 Y Y
ContentLength 3261 Y Y
ContentType 3261 Y Y
CSeq 3261 Y Y
Diversion Draft-levy-sip-diversion08 Y Y
Expires 3261 Y Y
From 3261 Y Y
Max-Forwards 3261 Y Y
Reason 3261 Y Y
RecordRoute 3261 Y Y
Reply-To 3261 Y N
Recquire 3261 Y Y
Retry-After 3261 Y Y
Request 3261 Y Y
Route 3261 Y Y
Server 3261 Y N
Subject 3261 Y N
Supported 3261 Y Y
Timestamp 3261 Y N
To 3261 Y Y
Unsupported 3261 Y Y
UserAgent 3261 Y Y
Via 3261 Y Y
Warning 3261 Y N
WWW-Authenticate 3261 Y N
4.1  Accept
The Accept requesteader field can be used to specidntenttypeswhich are
acceptable for the response. Accept headers casdgketo indicate that the request is
specifically limited to a smalet of desiredypes. If no Accept headeefd is
present, th&nterprise SIP Trunk Interfa@HOULD assume a default value of
application/sdp. Th&egapathSIP Trunk Interfacenly supports the application/sdp
contenttype
16 Copyright © 2011 Megapath, All rights reserved. Revision Rev: 1.8
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Example Accept:
Accept: application/sdp

4.2 Allow

The Allow header lists thees of methods supported by the UA generating the
message. It is mostly used in INVITEs, OPTIONS or as a list included in a 405
(Method Not Allowed) response.

All methods, including ACK and CANCEL, understood by the UA MUST be
included in the list of methadin the Allow header field, when present. The absence
of an Allow header field MUST NOT be interpreted to mean that the UA sending the
message supports no methods. Rather, it implies that the UA is not providing any
information on what methods it suppor&upplying an Allow header field in

responses to methods other than OPTIONS reduces the mofmbessages needed.

Example Allow:
Allow: ACK,BYE,CANCEL, INVITE

4.3 Authorization

The Authorization header contains authentication credentials of a UA. Its coatent
therefore dependent on the challenge of the WAMAMhenticate header in th@#
ResponseTheMegapathSIP Trunk Interfaceises HTTP Digest Access

Authentication Scheme per RFC 2617. A valid response contains a MD5 checksum
of the username, the passdipthe given nonce value, the HTTP/SIP method, and the
requested URI. In this way, the password is never sent in clear text.

This header is most commonly seen in REGISTER and INVITE requests that have
been challenged by the registrar or the UAS procesBetNVITE. Its use in the

ACK and CANCEL methods are only for maintaining authentication and are not
challenged or recalculated since the contents should be the same as the initial
INVITE. The MegapathSIP Trunk Interfaceequests authentication in all

REGISTER and INVITE requests.

1. TheEnterprise SIP Trunk Interfaeéll request registration:
REGISTER sip:speakeasy.net:5060 SIP/2.0
From: <sip:10000311@speakeasy.net:5060;transport=UDP>;tag=2b49570 - 4ad3eb93
To: <sip:10000311@speakeasy.net:5060;transport=UDP >
Call -ID: 2baed10 -45114f3a - 13c4 - 4f - 313ale8b - 4f
CSeq: 9441 REGISTER
Via: SIP/2.0/UDP 74.211.235.147:5060;branch=z9hG4bK - 5196¢
Max- Forwards: 70
Supported: 100rel,replaces
Allow: ACK, BYE, CANCEL, INVITE, NOTIFY, OPTIONS, PRACK, REFER, REGISTER
Contact: <sip :10000311@74.211.235.147:5060;transport=UDP>
Expires: 1700
Content - Length: 0

2. TheMegapathSIP Trunk Interfacéhen challenges the request with a 401

Response and includes the W\AMMthenticate header:
SIP/2.0 401 Unauthorized
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From: <sip:10000311@speakeasy.n et:5060;transport=UDP>;tag=2b49570 - 4ad3eb93
To: <sip:10000311@speakeasy.net:5060;transport=UDP>;tag=SD21k6e99

Call -ID: 2baed10 -45114f3a - 13c4 - 4f - 313ale8b - 4f

CSeq: 9441 REGISTER

Via: SIP/2.0/UDP 74.211.235.147:5060;branch=29hG4bK - 5196¢

WWMWAuthenticate: DIGE ST
realm="BroadWorks",qop="auth",algorithm=MD5,nonce="BroadWorksXfuh3assrTmvdbj

vBW"

Content - Length: O

3. TheEnterprise SIP Trunk Interfageould then calculate the response and send

the new REGISTER with Authorization:
REGISTER sip:speakeasy.net:5060 SIP/2.0
From: <sip:10000311@speakeasy.net:5060;transport=UDP>;tag=2b49570 - 4ad3eb93
To: <sip:10000311@speakeasy.net:5060;transport=UDP>
Call -ID: 2baed10 -45114f3a - 13c4 - 4f - 313ale8b - 4f
CSeq: 9442 REGISTER
Via: SIP/2.0/UDP 74.211.235.147:5060;branch=z9hG4bK - 5196¢
Max- Forwards: 70
Supported: 100rel,replaces
Allow: ACK, BYE, CANCEL, INVITE, NOTIFY, OPTIONS, PRACK, REFER, REGISTER
Contact: <sip:10000311@74.211.235.147:5060;transport=UDP>
Expires: 1700
Authorization: Digest
username="10000311",realm="BroadWorks",nonce="Bro adWorksXfuh3assrTmvdbjvBW",
uri="sip:speakeasy.net:5060",response="a5d083512c28b262d30a14861cd8cbbe",alg
orithm=MD5,cnonce="13eb507a",qop=auth,nc=00000001
Content - Length: O

4. If the credentials are valid, the user is registered a¥ifgapathSIP Trunk

Interfaceand it replies with a 200 QK
SIP/2.0 200 OK
From: <sip:10000311@speakeasy.net:5060;transport=UDP>;tag=2b49570 - 4ad3eb93
To: <sip:10000311@speakeasy.net:5060;transport=UDP>;tag=SD21k6e99 -
Call -ID: 2baed10 -45114f3a - 13c4 - 4f - 313ale8b - 4f
CSeq: 9442 REGISTER
Via: SIP/2.0/UDP 74.211.235.147:5060;branch=z29hG4bK - 5196¢
Contact: <sip:10000311@74.211.235.147:5060;transport=UDP>;expires=60;q=0.5
Content - Length: 0

4.4  Authorization Header Requirements

4.4.1 Authentication

There are two schemes BASIC dDIGEST. The BASIC sckeme allows for clear
text passwords and DIGEST does fAdte MegapathSIP Trunk Interfacenly
supportshe DIGEST scheme

Example Authentication:

Authentication Scheme: Digest

4.4.2 Username

The user's name in the specified realm. This will be provided tarttegprise SIP
Trunk Interface
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Example Username:

username="10000311"

4.4.3 Realm

A string displaying which username and password were used to calculate the
Response. ThielegapattSIP Trunk Interface peci fi es fABroadwor ks

Example Realm:

realm="Broad Works"

4.4.4 Nonce

A string displaying which username and password were used to calculate the
Response. ThilegapattSIP Trunk Interface peci fi es fiBroadwor ks

Example Nonce:

nonce="BroadWorksXfuh3assrTmvdbjvBW

4.4.5 Authentication URI

The URI from the RguestURI of the Requesttine. TheEnterprise SIP Trunk
Interfacewould include this to show that no proxy had changed the Rebunesin
transit.

Example Authentication URI:

uri="sip:speakeasy.net:5060"

4.4.6 Digest Authentication Response

A string of 32 hex jits denoting the MD5 checksum of the username, the password,
the given nonce value, the HTTP method, and the requested URI.

Example Digest Authentication Response:

response="a5d083512c28b262d30a14861cd8chbe"

4.4.7 Algorithm

This field denotes hash function dsie calculating the response.

Example Algorithm:

algorithm=MD5

4.4.8 CNonce

The CNoncevalue is an opaque quoted string value provided by the client and used
by both client and server to avoid chosen plaintext attacks, to provide mutual
authentication, and tagvide some message integrity protection.

Example CNonce:

cnonce="13eb507a"
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449 QOP

The QOP field is reused from the 401 to show the protection used. It is a quoted

string of one or more tokens indicating the "quality of protection" values supported

by the serer. The value "auth" indicates authentication; the value “atitindicates
authentication with integrity protection. These values affect the computation of the
requestdigest. TheMegapathSIP Trunk Interfacel s es a QOP of HAaut ho.

Example QOP:
gop=auth

4.4.10 Nonce Count

The Nonce Count value is the hexadecimal count of the number of requests
(including the current request) that the client has sent with the nonce value in this
request.

Example Nonce Count:
nc=00000001

4.4.11 Call-ID

The CaltID header contains a glalty unique identifier for a particular invitatiasr
all registrations of a particular client. An INVITE from tBpeakeasy SIP Trunk
Interfaceusually starts with an SD and looks similar to the example below.

Example CalID:
Call -ID: SDckina01 - b6038671b a7€9274b9bec2197791db00 - v3000v3

4.4.12 Call-Info

The Caltinfo header field provides additional information about the caller or callee,
depending on whether it is found in a request or response. There are several
parameters within this header that can carry médion such as icons and business
cards. Use of the Calihfo header field can pose a security risk. If a callee fetches the
URIs provided by a malicious caller, the callee may be at risk for displaying
inappropriate or offensive content, dangerous agalleontent, and so on. Therefore,
itis RECOMMENDED that a UA only render the information in the @&t

header field if it can verify the authenticity of the element that originated the header
field and trusts that element. This need not be thelp&ea proxy can insert this
header field into requests. TBpeakeasy SIP Trunk Interfagees not send this
header.

Example Callinfo:

Call - Info: <http://wwww.example.com/alice/photo.jpg> ;purpose=icon,
<http://www.example.com/alice/> ;purpose=info

4.4.13 Contact

The Contact header contains a URI that is to be used by the UAS as a place to send
future requests. A Contact header field value can contain a display name, a URI with
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URI parameters, and header parameters. These parameters such as are only used when
theContact is present in a REGISTER request or response, or in a 3xx response.

When the header field value contains a display name, the URI including all URI
parameters is enclosed in "<"and ">". If no "<"and ">" are present, all parameters
after the URBre header parameters, not URI parameters.

The display name can be tokens, or a quoted string, if a larger character set is desired.
There may or may not be LWS between the dispkaye and the "<". These rules

for parsing a display name, URI and URIgraeters, and header parameters also

apply for the header fields To and From.

Example Contact:

Contact: <sip:2067343080@ 192.168.1.27 :5060;transport=udp>

4.4.14 Content Length

The Conterd_ength header field indicates the size of the messaugdy, in decimal

numbe of octets, sent to the recipient. Applications SHOULD use this field to
indicate the size of the messdgedy to be transferred, regardless of the media type

of the entity. If a strearhased protocol (such as TCP) is used as transport, the header
field MUST be used. If no body is present in a message, then the Coeneiti

header field value MUST be set to zero.

Example Content Length:

Content - Length: 349

4.4.15 Content Type

The ConteniType header field indicates the media type of the medsadjesent to
therecipient. The Conterype header field MUST be present if the body is not
empty. If the body is empty, and a Cont&gpe header field is present, it indicates
that the body of the specific type has zero length (for example, an empty audio file).
TheMegapathSIP Trunk Interfacenly supports application/sdp.

Example Content Type:

Content - Type: application/sdp

4.4.16 CSeq

CSeq: 4711 INVITE

The sequence number MUST be expressible ashat 3®signed integer. The method
part of CSeq is cassensitive. The CSeq header field sere order transactions

within a dialog, to provide a means to uniquely identify transactions, and to
differentiate between new requests and request retransmissions. Two CSeq header
fields are considered equal if the sequence number and the requestanethod
identical.

Example CSeq:
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4.4.17 Diversion

The Diversion header is used to implement certain features such ggattird
voicemail, Automatic Call Distribution (ACD) or call forwarding, where the feature
changes the Request URI. This heatieplays who and why the call was diverted.

Example Diversion:

Diversion: <sip:esti@example.com>;reason=unconditional

4.4.18 Expires

The Expires header gives the relative time after which the message (or content)
expires. It is mostly used in registrations ag pathe Contact header to indicate

when that registration will expire. The precise meaning of this is method dependent.
The expiration time in an INVITE does not affect the duration of the actual session
that may result from the invitation. Session diggtion protocols may offer the ability

to express time limits on the session duration, however. The value of this field is an
integral number of seconds (in decimal) between 0 and (2:¥3&)easured from the
receipt of the request.

Example Expires:

expir es=60

4.4.19 From

The From header field indicates the logical identity of the initiator of the request. It
contains a URI and optionally a display name. Eh&rprise SIP Trunk Interface
SHOULD use the display name "Anonymous", along with a syntactically ¢oloxgc
otherwise meaningless URI (like sip:anonymous@anonymous.invalid), if the
identity of the client is to remain hidden. A tag is added to the From header by the
transmitting UAC as a means of identifying itself in establishment of a dialog with
the UAS.

Example From:
From: "2063844840" <sip:2063844840@speakeasy.net>;tag=as1166d37d

4.4.20 Max-Forwards

The MaxForwards header field SHOULD be used with any SIP method to limit the
number of proxies or gateways that can forward the request to the next downstream
server. This can also be useful when the client is attempting to trace a request chain
that appears to be failing or looping in rakain.

The MaxForwards value is an integer in the rang258 indicating the remaining

number of times this request magsés allowed to be forwarded. This count is
decremented by each server that forwards the request. The recommended initial value
is 70.

This header field should be inserted by elements that can not otherwise guarantee
loop detection. For example, a B2BUAasild insert a MasForwards header field.
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Example MaxForwards:

Max- Forwards: 70

4.4.21 Record Route

The RecoreRoute header is inserted by proxies in a request to force future requests
in the dialog to be routed through the proxy.

Example Record Route:

Record - Route: <sip:proxy.example.com;lr>

4.4.22 Request

The Request header contains the desired user or service to which the request is being
addressed. SIP Requests are distinguished by having a Reimeefsr a start line as
opposed to a Response which has a statesA Requeskine contains a method

name, a Reques&iRI, and the protocol version separated by a single space (SP)
character.

The initial RequesURI of the message SHOULD be set to the value of the URI in
the To field. In terms of SIP trunking with tivegapattSIP Trunk Interfacethe host
name should be the value provided\bggapath Depending on the IP PBX
implementation and support for outbound proxy at the IP PBX, that hostname could
be either bespeakeasyet or an A record for tHdegapathSIP Trunk Interface

Example Request:
Request - Line: INVITE sip: +12063844840@speakeasy.net SIP/2.0

4.4.23 Route

The Route header field is used to force routing for a request through the listed set of
proxies. There are two forms of routing of requests in SIP. Loos@gdatwhen a

proxy will add or remove its route line from the list as the request propagates and is
denoted by Alro. Strict routing is when a
the list as the request propagates but overwrites the Requestthinbernext route

in the list. Since th&egapathSIP Trunk Interfacés a B2BUA, it does not generate

a Route header but will follow RFC 3261 for handling of the Route header. The

Enterprise SIP Trunk Interfacan include a Route header.

Example Route:

Route: <sip:1986@example.com;|r>,

4.4.24 Server

The Server header field contains information about the software used by the UAS to
handle the request. Revealing the specific software version of the server might allow
the server to become more wulnerable tochttagainst software that is known to

contain security holes. Implementers SHOULD make the Server header field a
configurable option.
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Example Server:

Server: HomeServer v2

4.4.25

Supported: replaces

4.4.26

Timestamp: 54

4.4.27

Supported

The Supported header enumerates all the extensions supported by tioe UAE.

The Supported header field contains a list of option tags, described in RFC 3261,
that are understood by the UAC or UAS. A UA compliant to this specification MUST
only include option tags corresponding to stand#matsk RFCs. If empty, it means

that no extensions are supported.

Example Supported:

Timestamp

The Timestamp header field describes when the UAC sent the request to the UAS.
See Section 8.2.6 for details on how to generate a response to a request that contains
the headr field. Although there is no normative behavior defined here that makes

use of the header, it allows for extensions or SIP applications to obtain round trip

time estimates.

Example Timestamp:

To

The To header specifies the logical reeigiof the request. In most cases, this is the
dialed number. It may also contain an optional displaye if the requestor knows

the name of the destination. A tag is added to the To header by the receiving UAS as
a means of identifying the UAS and esislhing a dialog with the UAC. The
MegapathSIP Trunk Interfaceecommends using E.164 formatted numbers in the To
header.

Example To:

To: <sip:+12067553872@speakeasy.net>

4.4.28

Unsupported: foo

4.4.29

Unsupported
The Unsupported header lists the features not supported by the UASclea S
8.1.25 of this specification for more information,

Example Unsupported:

User-Agent

The UserAgent header field contains information about the UAC originating the
request. The semantics of this header field are defined in RFC 3gptbyents
that use this header SHOULD make the tAgent field configurable due to
revealingpotential vulnerabilities.
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Example UseAgent:
User - Agent: X - Lite release 1100l stamp 47546

4.4.30 Via

The Via header indicates the path taken by the request so ferdécates the path

that should be followed in routing responses. A Via header field value contains the
transport protocol used to send the message, the client's host name or network
address, and possibly the port number at which it wishes to receivagespdhe

branch ID parameter in the Via header field values serves as a transaction identifier,
and is used by proxies to dedhQdbkt | oops.
prefixing the branch parameter that implies SIP 2.0.

Example Via:
Via: SIP/2.0/UDP 66.93.179.239:5 060;branch=z9hG4bK0a0Od2fa5 ;

4.4.31 Warning

The Warning header is used to carry additional information about the status of a
response. Warning header field values are sent with responses and contai a three
digit warning code, host name, and wagniext. The "warrtext" should be in a

natural language that is most likely to be intelligible to the human user receiving the
response. This decision can be based on any available knowledge, such as the
location of the user, the Accepanguage field ira request, or the Contebanguage
field in a response. The default languagedsfault. For a more complete list of the
warning codes see RFC 3261. MegapathSIP Trunk Interfaceloes not include a
Warning header in its responses and may returnpaoted results if received.

Example Warning:

Warning: 307 isi.edu "Session parameter ‘foo' not understood"
Warning: 301 isi.edu "Incompatible network address type 'E.164™

4.4.32 WWW-Authenticate

The WWW Authenticate header consists of a challenge that indittates
authentication scheme and parameters applicable to the realMegapathSIP
Trunk Interfaceuses HTTP Digest Access Authentication Scheme per RFC 2617.
This header is used in a 401 Unauthorized Response to Initial and expired
registrations, as wedlls INVITEs.

Example WWWAuthenticate:

SIP/2.0 401 Unauthorized

From: <sip:10000311@speakeasy.net:5060;transport=UDP>;tag=2b49570 - 4ad3eb93
To: <sip:10000311@speakeasy.net:5060;transport=UDP>;tag=SD21k6e99

Call -ID: 2baed10 -45114f3a - 13c4 - 4f - 313ale8b - 4f

CSeq: 9441 REGISTER

Via: SIP/2.0/UDP 74.211.235.147:5060;branch=z29hG4bK - 5196¢

WWMAuthenticate: DIGEST
realm="BroadWorks",qop="auth",algorithm=MD5,nonce="BroadWorksXfuh3assrTmvdbj

BW"

Content - Length: O
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5. SIP Responses

The SIP responses codes are messages sespionse to a request. Some responses
are provisional and others are finaIP responses are distinguished from requests by
having a Statukine as their stafiine.

A StatusLine consists of the protocol version followed by a numeric St@hde

ard itsassociated textual phrase. The first digit of the St@nde defines the class

of response. The last two digits do not have any categorization role. For this reason,
any response with a status code between 100 and 199 is referred to as a "1xx
responsg"any response with a status code between 200 and 299 as a "2xx response",
and so on.

SIP/2.0 allows six values for the first digit:

1 1xx: Provisional- request received, continuing to process the request.

1 2xx: Success- the action was successfully reeal, understood, and
accepted.

I 3xx: Redirection- further action needs to be taken in order to complete
the request.

1 4xx: Client Error-- the request contains bad syntax or cannot be
fulfilled at this server.

1 5xx: Server Error- the server failed to fiill an apparently valid
request.

1 6xx: Global Failure- the request cannot be fulfilled at any server.

All SIP response Codes are defined in RFC 3261 for both send and receive.

5.1  SIP Response Support

Table 5-1 SIP Response Support

SIP
Response Code Description

Provisional responses are also known as informational response
indicating that the server contacted is performing some further ag
and does not yet have a definitive resgona server sends a 1xx

1xx Provisional Response response if it expects to take more than 200 ms to obtain a final
response. Note that 1xx responses are not transmitted reliably.
never cause the client to send an ACK. Provisional (1xX) respon
MAY contain message bodidgscluding session descriptions

This response indicates that the request has been received by th
nexthop server and that some unspecified action is being taken
behalf of this call (for example, a database is being consulted). T
100 Trying responsglike all other provisional responses, stops retransmissic
of an INVITE by a UAC. The 100 Tryingesponse is different from
other provisional responses, in that it is never forwarded upstrea
a statefull proxy
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SIP
Response Code

Description

18X Ringing / Session Progress

These esponses are used to show that the UA receiving the INVI
is trying to alert the user. They MAY be used to initiate local
ringback or used to convey information about the progress of the
that is not otherwise classified. The ReaBdmase, headerlds, or
message body (SDP) MAY be used to convey more details abou
call progress

2xx Successful Response

A 2xx message indicates success. 2xx messages also require ar
acknowledgement (ACK Method)

200 OK

In most cases a 200 OK is used to signifyaaswer by the called
user. They may or may not have a message body (SDP)

4xx Request Failure Response

4xx responses are definite failure responses from a particular se
The client SHOULD NOT retry the same request without
modification (for exampleadding appropriate authorization)

400 Bad Request

The request could not be understood due to malformed syntax. |
ReasorPhrase SHOULD identify the syntax problem in more det
for example, "Missing CallD header field"

401 Unauthorized

The requestequires user authentication. This response is issued
UASSs and registrars, while 407 (Proxy Authentication Required)
used by proxy servers

403 Forbidden

The server understood the request, but is refusing to fulfill it.
Authorization will not helpand the request SHOULD NOT be
repeated

404 Not Found

The server has definitive information that the user does not exist
the domain specified in the RequéliRl. This status is also returne
if the domain in the RequeblR| does not match any of the daims
handled by the recipient of the request

408 Request Timeout

The server could not produce a response within a suitable amou
time, for example, if it could not determine the location of the usg
time. The client MAY repeat the request withouddifications at any
later time

480 Temporarily Unavailable

The call edbés end system was ¢
currently unavailable (for example, is not logged in, logged in but
state that precludes communication with the callebasractivated
the "do not disturb” feature). This status is also returned by a reg
or proxy server that recognizes the user identified by the Reques
URI, but does not currently have a valid forwarding location for th
user

482 Loop Detected

The sever has detected a loop. If the request contains a Via head
field with a seriby value that equals a value placed into previous
requests by the proxy, the request has been forwarded by this el
before. The request has either looped or is legitimagtaling

through the element. To determine if the request has looped, the
element MAY perform the branch parameter calculation and com
it to the parameter received in that Via header field. If the parame
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SIP
Response Code

Description

match, the request has looped

486 Busy Hre

The called's end system was contacted successfully, but the call
currently not willing or able to take additional calls at this end sy:

487 Request Terminated

The request was terminated by a BYE or CANCEL request. This
response is never retamh for a CANCEL request itself

5xx Server Failure Responses

5xx responses are failure responses given when a server itself h
encountered an error

500 Server Internal Error

The server encountered an unexpected condition that prevented
from fulfilli ng the request. The client MAY display the specific er
condition and MAY retry the request after several seconds. If the
condition is temporary, the server MAY indicate when the client r
retry the request using the Refter header field

503 Servie Unavailable

The server is temporarily unable to process the request due to a
temporary overloading or maintenance of the server. The server
indicate when the client should retry the request in a Rdtey
header field. If no Retrpfter is given,the client MUST act as if it
had received a 500 (Server Internal Error) response. A client (prg
or UAC) receiving a 503 (Service Unavailable) SHOULD attempt
forward the request to an alternate server. It SHOULD NOT forwz
any other requests to thegtrver for the duration specified in the
RetryAfter header field, if present. Servers MAY refuse the
connection or drop the request instead of responding with 503
(Service Unavailable)

6xx Global Failures 6xx

6xx responses indicate that a server héisitige information about g
particular user, not just the particular instance indicated in the
RequestURI

600 Busy Everywhere

The called's end system was contacted successfully but the callg
busy and does not wish to take the call at this timer&$mgonse
MAY indicate a better time to call in the Retffter header field. If
the callee does not wish to reveal the reason for declining the ca
callee uses status code 603 (Decline) instead. This status respo
returned only if the client kives that no other end point (such as a
voice mail system) will answer the request. Otherwise, 486 (Busy
Here) should be returned

603 Decline

The calleds machine was successfully contacted but the user
explicitly does not wish to or cannot participate. Tégponse MAY
indicate a better time to call in the Re&iter header field. This
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Response Code

SIP

Description

status response is returned only if the client knows that no other
point will answer the request

604 Does Not Exist Anywhere

The server has authoritative informationtttiee user indicated in the
RequestURI does not exist anywhere

606 Not Acceptable

The user's agent was contacted successfully but some aspects @
session description such as the requested media, bandwidth, or
addressing style were not acceptable 0A @Not Acceptable)
response means that the user wishes to communicate, but cann
adequately support the session described. The 606 (Not Accept
response MAY contain a list of reasons in a Warning header fiel
describing why the session described cafre supported.

Revision Rev: 1 .8

Copyright © 2011 Megapath, All rights reserved. 29

Confidential and Proprietary VSEST2090831



SIP Trunking Specification

6. Session Description Protocol
The Session Description Protocol (SDP), described in RFC 2372, is used by the
MegapathSIP Trunk Interfacas part of establishing a voice call, or other multimedia
session. The purpose of SDP is to coror@tjcal information about media streams
such as port, ip, codec, type of media, and sampling rate so that all recipients can
participate in a sessioiSDP is transmitted as the body of a SIP message.
TheMegapathSIP Trunk Interfacetilizes the OfferAnswer Model defined in RFC
3264 to negotiate a media session.
6.1 SDP Support
The following table shows thdegapathSIP Trunk Interfac&DP support. Optional
items are marked with an fA*o.
Table 6-1 SDP Supported Parameters
SDP keyword Megapath SIP Trunk Interface support
v=(protocol version) Required (Sent/Received)
o= (owner/creator and session identifier) Required (Sent/Received)
s= (session name) Required (Sent/Received)
i=* (session information) Optional (Received)
u=* (URI of description) Optional (Received)
e=* (email address) Optional (Received)
p=* (phone number) Optional (Received)
c=* (connection information not required if Optional (Received)
included in all media sections)
b=* (bandwidh information) Optional (Received)
One or more time descriptions Required (Sent/Received )
z=* (time zone adjustments) Optional (Received)
k=* (encryption key) Optional (Received)
a=* (zero or more session attribute lines) Optional (Received)
One orMore media descriptionSee Below) Required (Sent/Received)
Time Description
t= (time the session is active) Required (Sent/Received)
r=* (zero or more repeat times) Optional (Received)
Media Description
m= (media name and transport address) Required (Sent/Received)
i=* (media title) Optional (Received)
c=* (connection information optional if Optional (Received)
included at sessiolevel)
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SDP keyword Megapath SIP Trunk Interface support
b=* (zero or more bandwidth information lines| Optional (Received)
k=* (encryption key) Optional (Recaied)
a=* (zero or more media attribute lines) Optional (Received)

6.2 Media Negotiation

6.3 The Offer/Answer Model

TheMegapathSIP Trunk Interfaceises the Offer/Answer Model defined in RFC
3264 to negotiate media characteristics of a media session. Any megdire that
originates and/or terminates RTP to the SMI MUST utilize SDP in conjunction with
the Offer/Answer Model to exchange critical information about media streams.

6.4 Media Types

6.4.1 Audio Media

The following Audio codecs are supported:

1 G.711 (PCMU) SDP &load type of 0, and ptime size of 20ms
1 G.729A SDP Payload type of 8

6.4.2 DTMF

TheEnterprise SIP Trunk InterfaddUST support RFC 2833 style DTMF Tones
(dynamic payload type of 101). The Following SDP body demonstrates the use of
G.729 along with the DTMF pyoad.

Example DTMF:

v=0

0=- 43211234 IN IP4 192.168.4.122
s=ApplicationServer

c=IN IP4 192.168.3.122

t=00

m=audio 5106 RTP/AVP 18 101
a=maxptime:20

a=fmtp:18 annexb=no

a=rtpmap: 101 telephone - event/8000
a=fmtp: 1010 -15

6.4.3 Fax/Modem Med ia

All FaxesMUST besent using G.711f the call was setup using another codec the
Enterprise SIP Trunk InterfaddUST either send a relNVITE as described in RFC
3261
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6.4.4 Other Media

Video, Application and data media types are not supported bivibgapath
Network. These méd types will be ignored.

6.5 Modifying and Existing SIP Session

TheMegapathSIP Trunk Interfacsupports the reINVITE (RFC 3261) method for
modifying a session. Once the dialog is established betwe&mtbgorise SIP Trunk
InterfaceandMegapathSIP Trunkinterface either side MAY send a reIlNVITE to
update any media attribute of a session. If negotiation faild/¢gapathSIP Trunk
Interfacewill return a 488 status code and the original session will remain intact.

6.6  SIP Message Body Types
TheMegapathSIP Trunk Interfac@nly supports one SIP Message Body type at this
time, all other message body types will be ignored.

SDP (Session Description Protocol) is fully supparted

Example of dragment of a sip message containing a SDP Body follows:

Content - Type: application/sdp
Content - Length: 137

v=0
0=- 43211234 IN IP4 192.168.4.123
s=Speakeasy SIP Trunk Interface VolIP Call
c=IN IP4 192.168.3.123
t=00
m=audio 20000 RTP/AVP 0
a=ptime:20
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7. RTP and RTCP Support
7.1 RTP
SIP utilizes RTP (redime transport protocofjefined by RFC 1889or transporting
reattime session data. RTP provides the-tmdnd network transport functions used
by applications that need to transmit reale data, such as audio or video over
multicast and unicast network services.
The SMI orty supports RTP in a symmetric unicast manner with packetization rate of
20ms. The SM(refer toTable7-1 RTP Headers and SMI Supppuses UDP ports
in the range 49152 to 65535 for receiving RTP media streams. The SMI does not
support encryption.
Table 7-1 RTP Headers and SMI Support
SMiI Description
Version This field indicates the version of RTP. The SMI supports version 2
If the padding bit is set, the packet contains @neore additional padding
Padding octets at the end which are not part of the payload. The SMI supports
padding
Extension This header is for experimental use and is not supported at the SMI
The CSRC (Contributing Source Count) count contains the number of
CSRC CSRC identifiers that follow the fixed header. In most cases, RTP from
SMI will be 0. If a different value is received, the SMI will pass it on alo
with the list of CSRCs
The interpretation of the marker is defined by an audio/video prdfils.
Marker intended to allow significant events such as frame boundaries to be mg

in the packet stream. The SMI does not support use of the marker bit g
supported codecs do not use them

Payload Type

This field identifies the format of the RTP paylband determines its
interpretation by the application. A profile MAY specify a default static
mapping of payload type codes to payload formats. The SMI supports
PCMU, G.729 and telephorevent 101 (DTMF digits). See section 10.2
more details of supptad codecs

Sequence Number

Indicates the order of the RTP packets as they are generated. The seq
number is a 16 bit integer and increments by one for each RTP data pg
sent. It may be used by the receiver to detect packet loss and to restor
packe sequence. The initial value of the sequence number from the S|
will be random

Extended Sequence

This is usually only seen by a monitoring application. It is a 32 bit integ
used by applications and codecs to keep an overall sequence number
typical 20ms call will wrap to zero about every 20 minutes and a 32 bit

Number integer would wrap about every 2 years. This sequence number contail
number of wraps and the sequence number from the RTP header
Timestamp The timestamp reflects the samplimgtant of the first octet in the RTP da

packet. The sampling instant is derived from a clock that increments
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SMI Description

monotonically and linearly in time to allow synchronization and jitter
calculations. As an example, for fixeate audio the timestamp clock wdu
likely increment by one for each sampling period. If an audio applicatio
reads blocks coverins0 sampling periods from the input device, the
timestamp would be increased by 160 for each such block, regardless
whether the block is transmitted in agiet or dropped as silent. The initig
value of the timestamp from the SMI is random and increment by 160 f
each packet

The SSRC field identifies the synchronization source. This identifier is
chosen randomly, with the intent that no two syncheation sources withir
SSRC the same RTP session will have the same SSRC identifier. This is a cqg
in each RTP packet and is used for mixing streams. The SMI will creat
new SSRC for each stream to the EMI

The CSRC list identifies the contritig) sources for the payload containg
in this packet. The number of identifiers is given by the CSRC field. C§
identifiers are inserted by mixers using the SSRC identifiers of contriby
sources. RTP from the SMI will not contain a CSRC list

CSRC list

7.2 RTCP

TheRTP ontrol Protocol (RTCP) is based on the periodic transmission of control
packets to all participants in the session to provide feedback on the quality of the
data distribution. RCPis not supported at the SMI and will be silently discarded.
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8. Sample Call Flows

8.1  Outbound from Enterprise to Megapath

Call displayed as ladder diagram:

Enterprise SIP Trunk Interface
| INVITE SDP |
------------------ > |

Megapath SIP Trunk Interface

I

I

I

I

|

I

|

I

|

I

| < e I
| 183 Sess Prog SDP |
|

|

I

|

I

I

I

I

------------------ > |

Same call displayed as packets:

Request - Line: INVITE sip:+12067343080@speakeasy.net SIP/2.0
Message Header
Via: SIP/2.0/UDP 66.93.179.239:5060;branch=z
From: "2063844840" <sip:2063844840@speakeasy.net>;tag=as1166d37d
To: <sip:+12067343080@speakeasy.net>
Contact: <sip:2063844840@66.93.179.239>
Call - ID: 350ea0d70528e4676c1574957d6ca03d@speakeasy.net
CSeq: 102 INVITE
User - Agent: Asterisk PBX
Max- Forwards: 70
Date: Tue, 10 Feb 2009 22:56:39 GMT
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY
Supported: replaces
Content - Type: applicati
Content - Length: 184
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): root 3042 3042 IN IP4
66.93.179.239
Session Name (s): se ssion
Connection Information (c): IN IP4 66.93.179.239
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 14870 RTP/AVP 0
Media Attribute (a): rtpmap:0 PCMU/8000
Media Attribute (a): silenceSupp:off - - - -

on/sdp

9hG4bK05aa8e3c;rport
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Media Attribute (a): ptime:20
Media Attribute (a): sendrecv

Status - Line: SIP/2.0 100 Trying

Message Header
Via: SIP/2.0/UDP

66.93.179.239:5060;branch=z9hG4bK05aa8e3c;rpo rt=5060

From: "2063844840" <sip:2063844840@speakeasy.net>;tag=as1166d37d
To: <sip:+12067343080@speakeasy.net>
Call - ID: 350ea0d70528e4676c1574957d6ca03d@speakeasy.net
CSeq: 102 INVITE

Status - Line: SIP/2.0 401 Unauthorize d
Message Header
Via: SIP/2.0/UDP
66.93.179.239:5060;branch=z9hG4bK05aa8e3c;rport=5060
From: "2063844840" <sip:2063844840@speakeasy.net>;tag=as1166d37d
To: <sip:+12067343080@speakeasy.net>;tag=SDv0gdd99 - 536245398 -
1234306631439
Call - ID: 350ea0d70528e4676c1574957d6ca03d@speakeasy.net
CSeq: 102 INVITE
WWMWAuthenticate: DIGEST
realm="BroadWorks",qop="auth",algorithm=MD5,nonce="BroadWorksXfr16as5rTf053g
1BW"
Content - Length: O

Request - Line: ACK sip:+ 12067343080@speakeasy.net SIP/2.0
Message Header
Via: SIP/2.0/UDP 66.93.179.239:5060;branch=z9hG4bK05aa8e3c;rport
From: "2063844840" <sip:2063844840@speakeasy.net>;tag=as1166d37d
To: <sip:+12067343080@speakeasy.net>;tag=SDv0gdd9 9- 536245398 -
1234306631439
Contact: <sip:2063844840@66.93.179.239>
Call - ID: 350ea0d70528e4676c1574957d6ca03d@speakeasy.net
CSeq: 102 ACK
User - Agent: Asterisk PBX
Max- Forwards: 70
Content - Length: O

Request - Line: INVITE sip:+12067343080@speakeasy.net SIP/2.0
Message Header
Via: SIP/2.0/UDP 66.93.179.239:5060;branch=z9hG4bK0a0d2fa5;rport
From: "2063844840" <sip:2063844840@speakeasy.net>;tag=as1166d37d
To: <sip:+12067343080@speakeas y.net>
Contact: <sip:2063844840@66.93.179.239>
Call - ID: 350ea0d70528e4676c1574957d6ca03d@speakeasy.net
CSeq: 103 INVITE
User - Agent: Asterisk PBX
Max- Forwards: 70
Authorization: Digest username="9000000743", r ealm="BroadWorks",
algorithm=MD5, uri="sip:+12067343080@speakeasy.net",
nonce="BroadWorksXfr16as5rTf053g1BW",
response="624c5706d246823adbed5e0b955449ed", qop=auth, cnonce="444d9235",
nc=000000
Date: Tue, 10 Feb 2009 22:56:39 GMT
Allow: INV  ITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY
Supported: replaces
Content - Type: application/sdp
Content - Length: 184
Message Body
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Session Description Protocol

Session Description Protocol Version (v ): 0

Owner/Creator, Session Id (0): root 3042 3043 IN IP4
66.93.179.239

Session Name (s): session

Connection Information (c): IN IP4 66.93.179.239

Time Description, active time (t): 0 0

Media Desc ription, name and address (m): audio 14870 RTP/AVP 0

Media Attribute (a): rtpmap:0 PCMU/8000

Media Attribute (a): silenceSupp:off - - - -

Media Attribute (a): ptime:20

Media Attribute (a): sendrecv

Statu s- Line: SIP/2.0 100 Trying

Message Header
Via: SIP/2.0/UDP

66.93.179.239:5060;branch=z9nG4bK0a0d2fa5;rport=5060

From: "2063844840" <sip:2063844840@speakeasy.net>;tag=as1166d37d
To: <sip:+12067343080@speakeasy.net>
Call -1 D: 350ea0d70528e4676c1574957d6ca03d@speakeasy.net
CSeq: 103 INVITE

Status - Line: SIP/2.0 183 Session Progress
Message Header
Via: SIP/2.0/UDP
66.93.179.239:5060;branch=z9nG4bK0a0d2fa5;rport=5060

From: "2063844840" <sip:20638 44840 @speakeasy.net>;tag=as1166d37d
To: <sip:+12067343080@speakeasy.net>;tag=SDv0gdd99 - 1550287726 -
1234306632611

Call - ID: 350ea0d70528e4676c1574957d6ca03d@speakeasy.net
CSeq: 103 INVITE
Allow: ACK,BYE,CANCEL,INFO,INVITE,OPTIO NS,PRACK,REFER,NOTIFY
Supported:
Contact: <sip:+12067343080@69.17.110.135:5060;transport=udp>
Session: Media
Remote- Party - ID:
<sip:2067343080@66.92.30.132;user=phone>;screen=yes;party=called;privacy=off
;id - type=subscriber
Content - Type: application/sdp
Content - Length: 145
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): - 1642594582 1 IN IP4
69.17.110.135
Session Name (s): -
Connection Information (c): IN IP4 69.17.110.135
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 50102 RTP/AVP 0
Media Attribute (a): ptime: 20
Media Attribute (a): bsoft: 1 image udptl t38

Status - Line: SIP/2.0 200 OK
Message Header
Via: SIP/2.0/UDP
66.93.179.239:5060;branch=z9nG4bK0a0d2fa5;rport=5060

From: "2063844840" <sip:2063844840@speakeasy.net>;tag=asl 166d37d
To: <sip:+12067343080@speakeasy.net>;tag=SDv0gdd99 - 1550287726 -
1234306632611

Call - ID: 350ea0d70528e4676c1574957d6ca03d@speakeasy.net
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CSeq: 103 INVITE
Allow: ACK,BYE,CANCEL,INFO,INVITE,OPTIONS,PRACK,REFER,NOTIFY
Supported:
Contact: <sip:+12067343080@69.17.110.135:5060;transport=udp>
Remote- Party - ID:
<sip:2067343080@66.92.30.132;user=phone>;screen=yes;party=called;privacy=off
;id - type=subscriber
Accept:
multipart/mixed,application/media_co ntrol+xml,application/sdp
Content - Type: application/sdp
Content - Length: 145
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): - 164259458 2 1 IN IP4
69.17.110.135
Session Name (s): -
Connection Information (c): IN IP4 69.17.110.135
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 50102 RTP/AVP 0
Media Attribute (a): ptime:20
Media Attribute (a): bsoft: 1 image udptl t38

Request - Line: ACK sip:+12067343080@69.17.110.135:5060;transport=udp

SIP/2.0
Message Header
Via: SIP/2.0/UDP 66.93.179.239:5060;branch=z9hG4bK1e948ba7;r port
From: "2063844840" <sip:2063844840@speakeasy.net>;tag=as1166d37d
To: <sip:+12067343080@speakeasy.net>;tag=SDv0gdd99 - 1550287726 -
1234306632611

Contact: <sip:2063844840@66.93.179.239>

Call - ID: 350ea0d70528e4676c1574957d6¢ca 03d@speakeasy.net
CSeq: 103 ACK

User - Agent: Asterisk PBX

Max- Forwards: 70

Content - Length: O

Request - Line: BYE sip:2063844840@66.93.179.239 SIP/2.0
Message Header
Via: SIP/2.0/UDP
69.17.110.135:5060;branch=z 9hG4bKb16dg02020ghgalup040sdh1d6472.1
From: <sip:+12067343080@speakeasy.net>;tag=SDv0gdd99 - 1550287726 -
1234306632611
To: "2063844840" <sip:2063844840@speakeasy.net>;tag=as1166d37d
Call - ID: 350ea0d70528e4676c1574957d6ca03d@speakeasy.n et
CSeq: 825508750 BYE
Max- Forwards: 9
Content - Length: O

Status - Line: SIP/2.0 200 OK
Message Header
Via: SIP/2.0/UDP
69.17.110.135:5060;branch=z9nhG4bKb16dg02020ghgaOup040sdh1d6472.1;received=69
.17.110.135
Fr om: <sip:+12067343080@speakeasy.net>;tag=SDv0gdd99 - 1550287726 -
1234306632611
To: "2063844840" <sip:2063844840@speakeasy.net>;tag=as1166d37d
Call - ID: 350ea0d70528e4676c1574957d6ca03d@speakeasy.net
CSeq: 825508750 BYE
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User - Agent: Asterisk PBX

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY
Supported: replaces

Contact: <sip:2063844840@66.93.179.239>

Content - Length: 0

8.2 Inboundto Enterprise from Megapath
Call displayed as a laér diagram:

Megapath SIP Trunk Interface Enterprise SIP Trunk Interface
| INVITE SDP |
e > |
| 200 Trying |
e |
| 180 Ringing |
[ ——— |
| 200 OK SDP |
| & oo |
| ACK |
| e > |
| BYE [
|z > |
[200 OK |
| & ccomoomemeoone |

Same call displayed as packets:

Request - Line: INVITE sip:2063844840@66.93.179.239 SIP/2.0
Message Header
Via: SIP/2.0/UDP
69.17.110.135:5060;branch=z9hG4bK6p9dul20a860fbs1s0c0.1
From: "SEATTLE
WA"<sip:2067343080@69.17.110.135;user=phone>;tag=SDckina0l - 1058286018 -
1234307108806 -
To: "DID 1"<sip:2063844840@speakeasy.net>
Call -ID: SDckina01 - b6038671ba7e9274b9bec2197791db00 - v3000v3
CSeq: 825747428 INVITE
Contact: <sip:2067343080@69.17.110.135:5060;transport=udp>
Allow: ACK,BYE,CANCEL,INFO,INVITE,OPTIONS,PRACK,REFER,NOTIFY
Accept:
multipart/mixed,application/media_control+xml,application/sdp
Supported:
Max- Forwards: 9
Content - Type: application/sdp
Content - Length: 192
Message Body
Session Description Protocol
Session Description Protocol Version (v): 0

Revision Rev: 1 .8 Copyright © 2011 Megapath, All rights reserved. 39
Confidential and Proprietary VSEST2090831



SIP Trunking Specification

Owner/Creator, Session Id (0): - 2179465473 1 IN IP4
69.17.110.135

Session Name (s): -

Connection Information (c): IN IP4 69.17.110.135

Time Description, active time (t): 0 0

Media Description, name and address (m): audio 50110 RTP/AVP 0

18 101
Media Attribute (a ): rtpmap:101 telephone - event/8000
Media Attribute (a): fmtp:101 0 -15
Media Attribute (a): bsoft: 1 image udptl t38
Status - Line: SIP/2.0 100 Trying

Message Header
Via: SIP/2.0/UDP

69.17.110.135:5060;branch=z9nG4bK6p 9dul20a860fbs1s0c0.1;received=69.17.110.1
35

From: "SEATTLE
WA"<sip:2067343080@69.17.110.135;user=phone>;tag=SDckina01 - 1058286018 -
1234307108806 -

To: "DID 1"<sip:2063844840@speakeasy.net>

Call -ID: SDckina01 - b6038671ba7e9274b9bec2 197791db00 - v3000v3
CSeq: 825747428 INVITE

User - Agent: Asterisk PBX

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY
Supported: replaces

Contact: <sip:2063844840@66.93.179.239>

Content - Length : 0

Status - Line: SIP/2.0 180 Ringing
Message Header
Via: SIP/2.0/UDP
69.17.110.135:5060;branch=z9nG4bK6p9dul20a860fbs1s0c0.1;received=69.17.110.1
35
From: "SEATTLE
WA"<sip:2067343080@69.17.110.135;user=phone>;tag=SDckina01 - 1058 286018 -
1234307108806 -
To: "DID 1"<sip:2063844840@speakeasy.net>;tag=as1fob414d
Call -ID: SDckina01 - b6038671ba7e9274b9bec2197791db00 - v3000v3
CSeq: 825747428 INVITE
User - Agent: Asterisk PBX
Allow: INVITE, ACK, CANCEL, O PTIONS, BYE, REFER, SUBSCRIBE, NOTIFY
Supported: replaces
Contact: <sip:2063844840@66.93.179.239>
Content - Length: 0

Status - Line: SIP/2.0 200 OK
Message Header
Via: SIP/2.0/UDP

69.17.110.135:5060;branch=z9hG4bK6p9dul 20a860fbs1s0c0.1;received=69.17.110.1
35

From: "SEATTLE
WA"<sip:2067343080@69.17.110.135;user=phone>;tag=SDckina01 - 1058286018 -
1234307108806 -

To: "DID 1"<sip:2063844840@speakeasy.net>;tag=as1fob414d

Call -ID: SDckina01 - b6038671ba7 €9274b9bec2197791db00 - v3000v3
CSeq: 825747428 INVITE

User - Agent: Asterisk PBX

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY
Supported: replaces

Contact: <sip:2063844840@66.93.179.239>

40 Copyright © 2011 Megapath, All rights reserved. Revision Rev: 1 .8
VSEST2090831 Confidential and Proprietary



SIP Trunking Specification

Content - Type: application/sdp
Content - Length: 184
Message Body

Session Description Protocol
Session Description Protocol Version (v): O
Owner/Creator, Session Id (0): root 3042 3042 IN IP4

66.93.179.239

Session Name (s): session
Connection Information (c): IN IP4 66.93.179.239
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 12152 RTP/AVP 0
Media Attribute (a): rtpmap:0 P CMU/8000
Media Attribute (a): silenceSupp:off - - - -
Media Attribute (a): ptime:20
Media Attribute (a): sendrecv

Request - Line: ACK sip:2063844840@66.93.179.239 SIP/2.0
Message Header
Via: SIP/2.0/UDP
69.17.110.135:5060;branch=z9hG4bK71nhi830a8khoad4ud1c0.1
From: "SEATTLE
WA"<sip:2067343080@69.17.110.135;user=phone>;tag=SDckina01 - 1058286018 -
1234307108806 -
To: "DID 1"<sip:2063844840@speakeasy.net>;tag=as1f9b414d
Call -ID: SDckina 01- b6038671ba7e9274b9bec2197791db00 - v3000v3
CSeq: 825747428 ACK
Contact: <sip:2067343080@69.17.110.135:5060;transport=udp>
Max- Forwards: 9
Content - Length: O

Request - Line: BYE sip:2063844840@66.93.179.239 SIP/2.0
Message Header
Via: SIP/2.0/UDP
69.17.110.135:5060;branch=z9hG4bK71nhi830a8khoad4udlcOcdhpdeui3.1
From: "SEATTLE

WA"<sip:2067343080@69.17.110.135;user=phone>;tag=SDckina0l - 1058286018 -
1234307108806 -
To: "DID 1"<sip:2063844840@speake asy.net>;tag=as1fob414d

Call -ID: SDckina01 - b6038671ba7e9274b9bec2197791db00 - v3000v3
CSeq: 825747429 BYE

Max- Forwards: 9

Content - Length: 0

Status - Line: SIP/2.0 200 OK
Message Header
Via: SIP/2.0/UDP
69.17.110 .135:5060;branch=z9hG4bK71nhi830a8khoad4udlcOcdhpdeui3.1;received=69
.17.110.135
From: "SEATTLE
WA"<sip:2067343080@69.17.110.135;user=phone>;tag=SDckina01 - 1058286018 -
1234307108806 -
To: "DID 1"<sip:2063844840@speakeasy.net>;tag=as1fob414d
Call -ID: SDckina01 - b6038671ba7e9274b9bec2197791db00 - v3000v3
CSeq: 825747429 BYE
User - Agent: Asterisk PBX
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY
Supported: replaces
Contact: <sip:2 063844840@66.93.179.239>
Content - Length: 0
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Appendix A:  3CX

Navigate and Login to the admin section of the 3CX System Management Console/

1. Select 3CX Phone System and expand the menu.
2. Select "VOIP Providers", run the Add VOIP Provider Wizard
3. Add the fields to ratch the figure below.

\,/ Server Activity Log |
18, Services status
E-&j Extensions
23 MANAGEMENT

—~
0 ¥ Ié http:/flocalhost:5481 /MainFarm.wgx A R TREA TS Ib Bing P
et b, -
File Edit “iew Favorites Tools Help
% & RroboForm ~ lSearch v| 33 Logins ~ 33 3CX management | & Setup Form Filling | a5ave (2 Generate (g Sync
< Favorites |k @ 5w Sites » & | Free Hotmail & | Weh Slice Gallery ~
== = o= & »
;:‘EI 'I € 3Cx Phone System Mana... X l (©) LogMeIn123.com ~Remote ... | [ wireshark: Download ] | - + [ pm v Page~ Safety~ Tools~ W~
File Add View Settings Links Help
7 Extension status \_,’ Server Activity Log | Q Add Extension gl Add PSTN Gateway "4. Add VOIP Provider Wizard \ iy Create Outbound Rule % Create DID
VOIP Providers
»
Specify in which SIP header field the call destination should be included. No changes are required if you are using a supported gateway! =
= p 30X Phone System To.user' field (7]
& Ports/Trurks Status 'Request-Line_URT' field e
&) Extension Status "RemotePartyID; party=called 0oe

Content of SIP fields

Configure which SIP message fields should contain what information. Requires SIP knowledge - misconfiguration will cause your PBX to malfunction.

& 101 SIP Field Variable
&7 104 v v
&4 PSTN devices Ac Delets Clear Selection
&-&4) VOIP Providers
= 69) SpeskEasy SIP Field Variable Custom Value
i 3125334875 To : User Part CalledNum” number that has been dialed {default: To->user) x
5 !/ Inbound Rules To : Host Part "GWHostPort™ gateway/provider host/port
~3 Bridges From : Display Name “CallerName” caller's name (default: From->display name)
& :/ OutBound Rules From : User Part "AuthID" authentication
| 3 E)\wgntalRecepnomst From : Host Part "G‘(‘."Hoshf‘ort' gateway/provider host/port
h 3 ;;]g(;:::: Remote Party ID - Calling Party : Display Name "CallerName” caller's name (default: From->display name)
e QX Settings Remote Party ID - Calling Party : User Part “CallerName” caller's name (default: From->display name)
& ::é Links Remote Party ID - Calling Party : Host Part Custom Field |speakeasy.net: 5060 -
&-62 Help
Al | » :
[Ready. [T [ [ [ [S3tocalintranet SIATRN% -
Edit VOIP Provider Settings
Provider Details:
1. SIP server hostname or IP (Enter value here providéddmapath
T I'f using an Edgemarc, enter Edgemarcods
2. SIP server port MUST be 5060
3. Outbound proxy hostname or IP (Envalue here provided egapath
T I'f using an Edgemarc, enter Edgemarcods
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4. Outbound proxy port (default is 5060) MUST be 5060

Account Details:

1. External Number (Enter agreed upon value)
2. Authentication ID (Enter value here providedMggapah)
3. Authentication Password (Enter value here provideibgapath

Simultaneous Calls:

1. Maximum Simultaneous Calls (Enter value here providellbgapath

/= 3CX Phone System Management Console - Windows Iniii¥g By Filetransfer Y Actions ~ (@) View » b Extras + i, =181 x]

N

(SAY Ié http:{flocalhost:5481/MainForm.wax A S T R |b Bing L
File Edit Wew Favorites Tools Help

X QRoanorm - ISearch v ;{,zmgins - ;’? 3CX management | & Setup Form Filing \ ﬂsave 9 Generate (g Sync

<7 Favorites | 5% @ Suagested Sites ~ | | Free Hotmail &8 Web Slice Gallery ~

o : A - »
5‘5] -I (€ 3% Phone System Mana... X I@LogMeInlzB.com—Remote |iWireshark: Download | | i~ -+ [0 pmh v Page~ Safety v Tooks~ @~
File Add View Settings Links Help

({3 Extension status \/ Server Activity Log | 3 Add Extension gl Add PSTN Gateway figh Add VOIP Provider Wizard \ ¥ Create Outbound Rule ¥ Create DID |

VOIP Providers
»
&%) Edit VOIP Provider settings and click OK or Apply to save changes b

=} } 3CX Phone System | General i Advanced | Outbound Parameters | Inbound Parameters | Source ID | DID |
& Ports/Trunks Status
| Provider Details
& Extension Status
7 = | Enter the hostname and port of your provider's SIP Server.
A Server Activity Log |
'g Services status SIP server hostname or IP llab-1-siptrunk-a.voice.speakeasy.net ‘ 6
B Extensions SIP server port |5060 | @
8 MANAGEMENT r
e Outbound proxy hostname or IP llab-1-siptrunk-a. voice.speakeasy.net l 0
& 101 : P
{ o) e
& 104 Outbound proxy port {default is 5060) ’:':000 _‘
&4 PSTN devices
(=64 VOIP Providers Account Details
= 69 SpeakEasy Enter the Authentication ID, Password and number of your account
3125334875 | Eiterni Nmbar 3125334875 1@
&, 1nbound Rules — —
: Authentication ID 08142008 | @
~3 Bridges r
&% OutBound Rules Authentication Password |essssssessne [ e

2 Digital Receptionist |
Simultaneous Calls

23 Ring Groups = 5
4% Call Queues Maximum Simultaneous Calls 12 | @

-3¢ Settings

-6 Links

62 Help
o I [ 5T
[Ready. [ [ [ [S3tocalintranet SIS 00% -
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Sel ect AfnAdvancedo t ab;

0 Enter values indicated in below figure

e,
f 5 ]é http:/flocalhost:5451/MainForn

/2 3CX Phone System Management Console - Windows In x [-‘ File transfer n Actions ~ Fé] View v {a. Extras v i =18 x]

A — TR TRS Ib Bing P

File Edit VYew Favorites Tools Help
% 2 RoboForm + ISearch ~| 95 Logins + 33 3Cx management | & Setup FormFiling | 33 Save €3 Generate (4 Sync

{2 Favorites L {:‘5 @ Suagested Sites € | Free Hotmail & | ‘Web Slice Gallery ~

= m > »
E’E' '| & 3CK Phone System Mana... X | (©) LogMeIn123.com —Remote ... IiWireshark: Download | | P~ B) - U dsh - page~ Safety» Tooks~ @@~
File Add View Settings Links Help

3 Extension status \ Server Activity Log | Jgj Add Extension il Add PSTN Gateway fdh Add VOIP Provider Wizard | % Create Outbound Rule % Create DID |

VOIP Providers
»
) Edit VOIP Provider settings and click OK or Apply to save changes 2

‘ - ) 3CX Phone System ‘ General | Advanced | outbound Parameters | Inbound Parameters | SourceID | DID |
& Ports/Trunks Status
| Provider Capabilities
& Extension Status ‘

\.j Server Activity Log |

Configure options related to the SIP capabilities of your provider

3 Services status Sepports RecInvite Ooe
: {7 Extensions Supports 'Replace’ O 6
28 MANAGEMENT PEX Delivers Audio @
& 101
& 104 Registration Settings

R4 PSTN devices Configure options related to the SIP capabilities of your provider

& @ VRIS Time between registration attempts (in seconds) |60 6
- 64) SpeakEasy -

3125334875 Require registration for: :In ?r]‘? 9‘%‘9‘?‘(‘9,‘5"}”% - @

&, 1nbound Rules Which IP to use in 'Contact’ field for registration: ® External(STUN resolved) @

w4 Bridges QO Internal 6

&%, outBound Rules O Sspecified IP @

-
| A Digital Receptionist
#- 20 Ring Groups Codec priorities

2 Call Queves Specify which codecs to use and according to which priority.
55 set
X settings Available Codecs Assigned Codecs
(-6 Links

L 3 Speex
# '.&? Help
|i8C Add > G.711 Adaw

= i

A.1l. Broadworks CPE Type

3CX wastested usingeneric SIP PBX Single Registratioras the CPE device
type within Broadworks.

A.2. Tested Software Versions
This was tested with 3CX version 8.0.9342.
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Appendix B:  Digium Switchvox

Navigate and Login to the admin section of the web portal https://<IP
ADDRESS>/admin/
4. Click "System Setup", and then click "VOIP Providers"

5. Select Add new SIP Provider, and click the Go button and fill out the following
Fields

logout

dIgfl.lm SWitCh\&.\\).( admin

E0ITION LS

Extensions PBx Features System Setup Diagnostics Machine Admin

VOIP Providers

Modify SIP Provider

SIP Provider Mame SPEAKEASY

llwhat is this used for?

Your Account ID <YOURID>

ilwhafs an Account ID?

Your Password
Hostname/IP Address <HOSTMNAME >

ilwhat does this mean?

i

Callback Extension oo 2
ilwhafs the Callback Extension?

DTMF Mode RFC2833 »
ilwhat is DTMF Mode?

[ Click to Show Advanced Options

HModify SIP Provider

Set "SIP Provider Name" tdEGAPATH (Any Name will do here it is just a name)
Set "Your Account ID" Tohe trunk group username
Set "Your Password" To The Trunk group password

Set "Hostname/IP Address" to the Host name assignhed to account (SIP Trunk Host
provided by Moses)

o If using en Edgemarc, enter the Edgema
Select RFC2833 for "DTMF Maz!
1 Click the link titled "Click to show advanced options

= =4 4 -
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B.1.

Host Type
? lwhat is Host Type?

Supports Changing Caller ID
= Why should I not change this?

Caller ID Name
?whatis Caller ID Name?

Caller ID Mumber
?lwthat is this?

SIP Port
?lwthatis this for?

SIP Expiry (in seconds)
?lwhat is this for?

Prosy Host
?lwhat s this for?

Authentication User
?lwhatis this for?

Always Trust this Provider

?po I need this?

Always Send Early Media
?lwthatis this for?

Apply Incoming Call
Rules to Provider
?lwhat s this for?

Provider »

®ves Ono

I

®ves ONo
Oves @No

®ves OmHo

I Set "Supports Changing Caller ID" to Yes

1 Set "Proxy Host" to provided hostname

(0]

I f using an

Edgemar c,

1 Set "Authentication User to provided username

speci fy

1 Select theappropriate codee NOT SHOWN-> at bottom of page

Routing 1 Outgoing Calls

Go to 'System Setupthen to Outgoing Calls’

All existing routes need to be modified by clicking the Modify button next to the

route so that they send calls to MEGAPATH VolP provider defined in the
previous section, and to send calls out with the appropriate E.164 formatting

(FINPANXXXXXX, or +CCXXXXXXXX for International calls)
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Examples:
Outgoing Calls

Modify Outgoing Call Rule

Rule Name;

Is this rule final™: @ves OmMo

2| whatis a final rule?

Pattern to match: Murmber begins with the digits 9011 .

?| What do thase fields mean?  The rest of the number must be hetween |7 and |13 digits in length.
Before connecting the call, trim digits from the front,
and then prepend the digits ta the number.

Call Through: SIP Pravider

SIP Provider: SPEAKEASY W

Save Changes

1 Add a"+"in the "prepend the digits" field
I Change "Call Through" to SIP Provider

1 Charge "SIP Provider" ttdEGAPATH (or whatever name used in
previous section)

DOutgoing Calls

Modify Outgoing Call Rule

Rule Name:
Is this rule final?: ®ves ONo
2

Whatis a final rule?

Pattarn to match: Mumber begins with the digits (3 .

?| What do these fields mean?  The rest of the number must be between |7 and |7 digits in length.
Before connecting the call, trim digits from the front,

and then prepend the digits [+1312 to the number,

Call Through: SIP Provider »
SIP Provider: SPEAKEASY v

Save Changes

1 Add a"+1INPA"in the "prepend the digits" field
1 Change "Call Through" to SIP Provider
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1 Change "SIP Provider" tslEGAPATH (or whatever name used in
previous section

This process shuld be repeated for all outgoing dialing patterns that the customer
wishes to send tblegapath

Note i BY DEFAULT THERE IS NO OUTBOUND 911 ROUTE, PLEASE REMIND
CUSTOMER TO SET THIS UP

B.2. Routing 7 Outbound Caller -ID
Go SystenfiSetup ,Outfoing Callsd , t hOaitgoing @allefilD Ruleso .

F] Outgoing Caller ID Rules

Change the caller ID for extensions making outgoing calls on your phone system.

?| Tall me more about how this works

Add Mew Caller ID Rule

# Outgoing Caller ID Rules

When extension = is making an eutgoing call through rule [ Any Outgoing Rule - m
Delete
change their caller id name to |:| and their caller id number to |6467361050

Madify / Deleta

Specify Extension humber, and specify a Caller ID Number for this extension.

Note i Each extension should have a Caller ID number specified in this manner

B.3. Routing T Incoming Calls
Go to 'System Setupthen to Thcoming Calls"

Every DD needs either an Incoming Call Rule (IE transfer to another number) or An
Incoming Call Route (IE Route to an extension). Most cases will use an Incoming
call route to send a call to an existing extension.

Click the "Add Route" Button:

Create A New Incoming Call Route:

# Incaming Call Routes

1 Route number |fr0m|-‘3«h}' Provider % to extension 2 m

Modify / Delete

1 Enter DID in theé'Route Number" field
1 Enter the extension you want the DID routed to in the "Extension" field

M Click the Save button
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B.4. Blind Transfers

Blind Transfer's do not work with Asterisks based systems. This issue can be resolved
by setting CLID override on the trurgkoup.

B.5. Broadworks CPE Type

Digium Switchvox wagested usingseneric SIP PBX Single Registratioras the
CPE device type within Broadworks.

B.6. Tested Software Versions

This was tested with Digium Switchvox free addition version 8634.

B.7. Outbound Caller ID

Recommaded Outbound Caller ID settings are to be configured using the Outgoing
Caller ID Rules. This will allow the customer to configure Outbound Caller ID on a
per user (extension) basis. Switchvox does support Global Caller ID settings which is
not recommendkas remote users may need to have a different 911 address displayed
for 911 calls.
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Appendix C:  Free PBX

C.1.

SIP Trunk

Navigate and login to the FreePBX 2.5 administration page via HTTP (IP address of
the FreePBX machine).

Click "Trunks" then 'Add SIP Trunk"

| S
Free . .
—_ = Admin  Reports  Panel  Recordings = Help

FreePBX 2611 on 6693179233 Logged in: admir (L

Setup  Tools

Engli

Add a Trunk

FreePEX System Status

Module Admin

Extensions
Feature Codes
General Settings
Outhound Routes

Administrators

Inbound Routes
Zap Channel DIDs
Announcerments
Blacklist

CallerlD Lookup Sources
Day/Night Control
Follow e

VR

Quevue Priorities
Queles

Ring Groups
Time Conditions
Time Groups

@ Add Zap Trunk (DAHDI compatibility mode)
Trunk ZAP/g0
Trunk SIP/Spe:

@ Add 1AX2 Trunk
& Add SIP Trunk

& Add EMUM Trunk
@ Add DUNDI Trunk

@ Add Custom Trunk

-IE'J“F'Q QPBX Let Freedom Ring "
A 4 %W

Callhack

Conferences
DISA

Languages

Misc Applications
Misc Destinations
Music on Hold
PIN Sets

Enter thebelow information for the SIP Trunk Configuration
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Edit SIP Trunk

< Delete Trunk speakeasy

Inuse by 1 route
General Settings

Cutbound Caller 10:

Mewer Override CallerD: [
Maxirmum Channels: 12
Disable Trunk: [ pisable

Maonitor Trunk Failures:
Outgoing Dial Rules

Dial Rules:

Dial Rules Wizards: [pick one)
Outbound Dial Prefix:  +

Cutgeing Settings

Trunk Marme: speakeasy
PEER Details:

demfmode=rfo2333
insecure=very
quali fy=no

D Enable

host=lab-l-siptrunk-a.voice. speakeasy.net

nsern =9000007Z8
secret=Tuliw§P
type=peer

Set the Outbound Caller ID" if all routes that use this trunk should
show a specific caller ID. Example is a company that wants all
outbound calls to show the main company number for caller ID.

Set the Maximum Channels' to the number of SIP Trunks purchased
from Megapath

Dial Ruleswill set how the calls will be sent from the trunk to
Megapath All outbound calls must be sent as +1NPANXXXXXX. To
allow 7 digit and 10 digit dialing, configure as below:

T Local Calling: 1(NPA)+NXXXXXX (NPA is the local
area code)

1 10 Digit Dialing: 1+NXXNXXXXXX

Outbound Dial Prefix: This option will add the "+" into the
outbound call to comply witMegapatts E.164 requirement.
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T Trunk Name: Name of the SIP Trunk, ithis example
Megapaths used.

1 Peer Details: Add the below lines verbatim, except for the
username, secret, and host entries. Please use the information
provided from Moses for these entries.

T | f using an Edgemar c, enter
for the Host entry.
context=from - pstn
dtmfmode=rfc2833
insecure=very
qualify=no
host= <Host from Moses>
username=<SIP Trunk Username>
secret=<SIP Trunk Password>
type=peer

Note i Within Asterisk version 1.4, there is a bug which prevents DNS SRV lookups from
functioning properly. Due to this, the hostname used for Asterisk based IP PBXs MUST only use

DNS A record associated to it. This hostname can be found in Moses device configuration page.

1 At the bottom of theEdit SIP Trunk" page, also enter the
Registration String:
Registration

Fegister String:
000000527 Fs<HEE(2lab-1-siptrunk-avoic

submit Changes
Registration format:
<username:<passworg@<hostnamei<usernane

Username is the SIP Trunk username from Moses. Password is the SIP Trunk
password from Moses. XX will need to be replaced with the customer's state code.
Example Register string:

9000000 527:RsXHEE@wat siptrunk - a.voice.speakeasy.net/9000000527

"Submit Changes$ at the bottom of this page and make sure to click the orange
"Apply Configuration Changes' at the top of the screen.

If using an Edgemarc, the Register string will include the Edgene 6 s L AN | P
instead of hostname.

Example Register string using an Edgemarc:
9000000527:RsXHEE@192.168.1.1/9000000527
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C.2. Routing

Inbound/Outbound routes need to be configured within Asterisk to pyapete
calls.

Note i The below information is only arxample of how these routes may be configured.
Customer configurations may vary as customers may choose to have multiple SIP providers and
configure different routes for each or possibly other routing configurations.

Go to 'Outbound Routes' then to ‘Add Route"
Edit Route

& Delete Route Outside

Route Mame: Outside
Route Password: |

PIM Set: Hone [+
Emergency Dialing: [

Intra Company Route: [

tusic On Hald? default |
Dial Patterns
911
G-
Dial patterns wizards: | [pick ong] v

Trunk Sequence
0 [SIF/Speakeasy v |
W

Add

Submit Changes

1 "Route Namé may be set to anything you'd like. In this example,
"Outside" is used.

1 "Dial Patterns" identify what calls will be sent over the route.
0 911-will send 911 calls as dialed

0 8|.- will send all calls that start with an 8, strip the 8 andpto
the trunk

1 "Trunk Sequenceé specifies what trunk this outbound route will use.

Note i This example would require a user to dial an 8 for an outside line. This is not required
and customers may configure this as they would like.

Select Inbound Routes' then"Add Route"
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Route: 2063844840/

© Delete Route 2063844840¢

& Edit Extension 4840 (User 4340)

Edit Incoming Route

Description:

DID Mumber: 2063844340
Caller ID Mumber:

CID Priority Route: ]

Options

Alert Info:

CID name prefix

husic On Hold: Diefault »
Signal RINGING: O

Pause Before Answar:

Privacy

Privacy Manager: Mo w

Fax Handling

Fax Extension: FreePEx default
Fax Email:

Fax Detection Type: Mone  »

Pause After Answer:

CI0 Lookup Source

Source: Mone | »

Set Destination

O Phonebook Directory: | Phonebook Directory  w

O Terminate Gall; | Hangup
® Estensions: | <48405 User 4340

1 Choose the person, group, or queue to route the call to uBeter "

Destination".

Note T Each DID will need to have an inbound route built.
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Appendix D:

Trixbox Pro

Navigate and Login to the Trixbox Pro via the Fonality Portal using URL and
Username / password

Click "Options" and then click "VolP"

Click The "Add VolP Account” Button

Welcome to your VolP Accounts area. From this screen you will be able to see your existing WolP
Accounts as well as add new WolP Accounts - now of type SIP or IAXZ!

Update YoIP Account

Route Name’ ISDEBkEE‘S}' Provider’ IUthEr b |3|F' bd

Username’ |5555

Register? |.'r'ES b

el
Password’ I““"

= advanced

Seruer? Ilab-'l —siptrunk-a.woice speakeasy.nat

el
From User’

allowed IPs’

|
From Domain’ I
|

Disallowed IPs’ I

Advanced @

Qualify’ IHDHE

Codec 1° I ulaw

Codec 2° IHDHE

Codec 3° InDnE

Direction’ I biath - [friznd] W

Tos? | lowdelay v
Authentication” |mdS v
Transfer’ Iyes w

bt Reinvite’ |no w
v NAT? |yes v
b/ Insecure’ |\:'~Er3J W
v DTMF Mode® |if:2833 v

Register String /S RSA Key

Reqgister String? IEEEE wqeee123@ab-1-siptrunk-a voice speakeasy netGEES

RSA Key’

Browse... |

[ Update Vol Account ]

1 Set "Route Name" tMegapath(or any other name, this will be used
later in the config)

1 "Provider" to Other

1 Set "Username" TMegapattprovided Username

1 Set "Password" To The Tmi group password

1 Set "Register to yes

1 Set "Server"to the Host name assigned to account

1T Set "Authenticationo to md 5

1 Set"DTMF Mode"to RFC2833

1 "Register String" should be auto populated, but if not format is:
<UN>:<PW>@<HOST>/<UN>
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When using an Edgemairt front of the Trixbox Pro, some settings will vary from
the above configuration.

BN

Set fiServero to the LAN I P address o
Set AFrom Domaino to the LAN I P addr
Set AOutbound Proxyo to the LAN I P a
Veri fy fiRegister Stringo is properly
<UN>:<PW>@<Edgemarc LAN IP >/<UN>

= —a -4 -

D.1. Routing

Inbound/Outbound routes need to be configured within Trixbox Pro to properly route calls.

Note T The information following is only an example of how these routgsbeaconfigured.
Customer configurations may vary as customers may choose to have multiple SIP providers and
configure different routes for each or possibly other routing configurations.
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