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Abstract

This document provides the procedures for installing and configuring Symantec Endpoint Protection
12.1.4 for Customer Interaction Center servers, such as a Customer Interaction Center server,
Interaction Media Server, and Interaction SIP Proxy.
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Installation

This topic contains the specific selections that you must choose when deploying Symantec Endpoint Protection
12.1.4 on an Interactive Intelligence product server in a Customer Interaction Center environment.

1. Open Symantec Endpoint Protection Manager.
The Symantec Endpoint Protection Manager window appears.
2. On the left side of the Symantec Endpoint Protection Manager window, select the Clients icon.

3. In the Tasks list in the lower left area of the window, select Add a client.

@Symante[ Endpoint Protection Manager !E E
() Symantec™ Endpoint Protection Manager Refresh | Help  Log OF
s
ﬁ Clients ¥ _gi Default Group
= My Company
Home [ Default Graup Clients [ Policies | Details | Install Packages ‘
[@ Yigww: All users and computers |@J Filter

Name Health State | Logon User or Computer | Last Time Status Changed | Virus Definitions | Policy Serial Nul

@ Tasks
B Add a clisrt
Acmin computer sccount

r(}; Add user account

@ Import Active Directary or LDAP L
@ Run a command on the group
E, Search clierts

O Set display fiter

. 1 ]

The Client Deployment Wizard dialog box appears.
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@Elient Deployment Wizard

Select Deployment Type \/Symantec.

Welcome to the Client Deployment Wizard

Lse this wizard to install the protection client an caomputers in your network or update existing client communication settings.
'Q) Click to wiewy the Install Client tour

Mate: Far instructions to install the client an a computer that runs Symantac Mail Security or Symantec Scan Engine, see the Symantec
Technical Support knowledge base article:

&) Click here

& Mew Package Deployment

Select packages from the server and specify client group and features.

" Existing Package Deployment

Choose fram previously exported packages that are located on your hard drive.

| | | Browese..

" Communication Update Package Deployment

Create a package that containg only settings for communicating with the
Symantec Endpoint Protection Manager. After deplovment, the package
automatically runs the SylinkDrap tool on the specified computers. Supported
only for Syrmantec Endpoint Protection clients that run on Windows.

| = Back |I Mext = l| Cancel ‘

In the Select Deployment Type page of the wizard, select the New Package Deployment option.
Select the Next button.

Proceed with the installation until the Select Group and Install Feature Sets page of the wizard
appears.
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@Client Deployment Wizard

Select Group and Install Feature Sets JSymantec_

Install Packanges:

Group:

Install Feature Sets:

Install Settings:

Content Cptions:

Preferred Mode:

| B windowes - Symantec Endpoint Protection version 12.1. - English E“

Thiz selection includes:

WINIZBIT: Windoves - Symantec Endpoint Protection wersion 12.1. - English

WINBSEIT: Windowws - Symantec Endpoint Protection wersion 12.1. - English

My CarmpariDefault Group —
| Browse...

Bazic Protection for Servers IE"

For servers that require maximum network perfarmance. Only basic protection technologies are installed. Metwoark, web, or
behavior protection technologies are not installed,

[Detaut Cient nstalistion Settings -] | Options...

@ pll content (Recommended)

This option provides maximum security immedistely following client installation. 21 contert is contained in the package st
the time of deployment.

" Basic content

Thiz option provides basic protection and crestes a smaller client deployment package. Virus definitions and ather
content are dovwnloaded via LiveUpdste after client installation.

& Computer mode " User mode

| = Back | | Mext = ll Cancel

In the Install Feature Sets list box, select the Basic Protection for Servers item.

Caution!

It is very important that you select the Basic Protection for Servers item from the Install
Feature Sets list box. Other installation feature sets greatly reduce the performance and
capacity of Interactive Intelligence servers. If you use another method of installing Symantec
Endpoint Protection than the one provided in this procedure, you must ensure that the
installation uses only the Basic Protection for Server option.

8. Select the Next button.

9.

Finish the installation wizard.
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Configuration

This topic provides the procedure for configuring Symantec Endpoint Protection 12.1.4 after you have
deployed it to an Interactive Intelligence product server in a Customer Interaction Center environment.

Important!

To successfully complete this procedure, ensure that the documentation for the Interactive
Intelligence product on which you are configuring Symantec Endpoint Protection 12.1.4 is available.
The product documentation for your Interactive Intelligence product provides specific information
regarding the directories and file types that you must exclude from the Auto-Protect feature.

To configure Symantec Endpoint Protection 12.1.4 on an Interactive Intelligence product server, do the
following steps:

1. From the Start menu, select All Programs > Symantec Endpoint Protection Manager > Symantec
Endpoint Protection Manager Tools.

2. In the left pane of the Symantec Endpoint Protection Manager window, select the Policies object.

[ Symai

7 |~

|
Home
i
|
. L
Monitars ]
4
-
Eepottz

@

Palicies

Important!

You can only define a Tamper Protection Exception through System Endpoint Protection
Manager. You cannot configure this feature through the client software.

10. In the Policies area, select the Exceptions item.
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®5vmantec Endpoint Protection Manager

{)) Symantec™ Endpoint Protection

H
ﬁ Policies »
Home /0 Wirus and Spyweare Protection
ii Firewwall
@:} Intrusion Presvention
[E Application and Device Control
Wonitars §)  Livellpdste
<5> Exceptions
ﬁ_‘ Q Paolicy Components -
Eeportz
Policies

11. In the Tasks area, select the Add an Exceptions policy item.

il

Palicies

-

Clierts EI J m
Tasks
@ If,lil Add an Exceptions policy

Admin h‘r'f_] Import an Exceptions poalicy
Q Search for Applications

This new exception policy will be for all Interactive Intelligence product servers.

The Exceptions Policy window appears.
12. If you are configuring the antivirus software on a Customer Interaction Center server, do the following
steps:

a. In the lower-right area of the Exceptions Policy window, select Add > Windows Exceptions >
Tamper Protection Exception.
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b.

C.

d.
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@ Exceptions Policy [ <]
Exceptions Exceptions
Palicy y
Exceptions

Owerview
. Configure exceptions for scans and Tamper Protection, as applicable

Exceptions

Cliert Restrictions Exception item Platform Applies To Exception Type Action

[(pag~ || E. || oelete
Application

Exception Details || vancows Exceptions o

Mac Exceptions >

Exception item:
Applies To:
Action:

Exception type:

Application to Monitor
Extensions

File

Folder

Knowvn Risks
Trusted Web Domain

Tamper Protection Exception

“ Ok “ ‘ cancel

DMS or Host File Change Exception
T

The Add Tamper Protection Exception dialog box appears.

Tamper Protection Exception

Specify a file that you want to exclude from Tamper Protection.

Prefix wariable: File (include full psth):

@Add Tamper Protection Exception | x|

[NONE] [-]@ [pumiciserverizralexe

|| Ok ll| Cancel H

Help ]

In the File (include full path) box, enter a file from the following list:

I3LRAU.exe
RemocoServerU.exe
HostServerU.exe

ProcessAutomationServerU.exe

Select the OK button.

Important!

When you specify a file, you must include the full path, including the drive letter. You set the
installation directory when you installed Customer Interaction Center. Verify the path where these

files are located.

Repeat this series of steps for each file in the list.

13. Do the following steps for each directory in the following list:

(ICDrive)\I3\IC\Recordings
(or the directory where recordings and temporary recordings are stored)
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14.

c
d.
e

f.

Note:

(IcDrive) is a variable that represents the letter of the hard drive where you installed the
product, such as c: or D:.

(ICDrive)\ININ Tracing

(ICDrive)\I3\IC\Logs

(The drive may be D: or E:, depending on the product and configured location.)
(ICDrive)\I3\IC\Mail

(ICDrive)\I3\IC\Persistence

(ICDrive)\I3\IC\PMQ

(ICDrive)\I3\IC\Server\Firmware

(ICDrive)\I3\IC\Server\LRA

(ICDrive)\I3\IC\Work

All directories and included subdirectories that are specified as server parameters in Interaction
Administrator

All directories and subdirectories that the Customer Interaction Center switchover system mirrors

In the lower-right area of the Exceptions Policy window, select Add > Windows Exceptions >
Folder.

The Add Security Risk Folder Exception dialog box appears.

In the Folder box, enter a directory from the directory exclusion list in the product documentation.

Important!

Ensure that you enable the Include subfolders check box for each directory exclusion.

@Add Security Risk Folder Exception E

Security Risk Folder Exception

Specity a folder that you want to exclude from security risk scans.

Prefix variahle: Falder:
[MONE] 1@ [Eusuciogs

¥ Include subfolders

Specify the type of scan that excludes this folder: Specify the type of security rizk scan:

farser g

| Ok “ Cancel || Help |

In the Specify the type of scan that excludes this folder list box, select Security Risk.
In the Specify the type of security risk scan list box, select All Scans.
Select the OK button.

Repeat this series of steps for each directory in the list.

Do the following steps for each file extension listed in the antivirus exclusion information in your
Interactive Intelligence product documentation:

a.

b.

In the lower-right area of the Exceptions Policy window, select Add > Windows Exceptions >
Extension.

In the box below the Select File Extensions list box, enter a file extension from the following list:

11
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o fbma
o rpt

. i3p

° i3c

. ivp

. dxs

. ihd

. i3pub
U xml

U db

e ininlog (CIC log file format)
e ininlog_ idx (CIC log index file format)

c. Select the Add button.

The specified extension appears in the Select File Extensions list box.

@Add Security Risk Extension Exceptions

Security Risk Extension Exceptions

Specify file extensions that you wwant to exclude from security
rizk scans.

Select File Extensions

iminlog_ickx A
ininlog
i3pub
gls}
[
ivp
i3c -

i3p

vt [-]

Specify the type of =ecurity risk scan:

|.&II Scans E“

|| Ok ||| Cancel H Helg

d. Repeat this series of steps for each file extension in the list.
. Ensure that the All Scans list item is displayed in the Specify the type of security risk scan box.

. After you have added all documented file extension exclusions and selected the type of scans to not apply
to the file extensions, select the OK button.

. In the Symantec Endpoint Protection Manager window, select the Virus and Spyware Protection
object.
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®Svmantec Endpoint Protection Manager

(' Symantec™ Endpoint Protectior

1

ﬁ Policies b

Home 0 Wirus and Spyevare Protection

ii Firesaall
'f:} Intrusion Prevertion
@ Application and Device Contral

) Livelpdate

Monitors
<5> Exceptions
i‘ Q Palicy Components &
Reports
Paolicies

18. In the Virus and Spyware Protection Policies pane, right-click the policy that you added and select
Edit from the resulting shortcut menu.

®5vma ntec Endpoint Protection Manager

() Symantec™ Endpoint Protection Manager

M Ty . . ..
ﬁ_ Policies » ||/ Virus and Spyware Protection Policies
Hote I \fjlrus and Spyware Protection Name |
ii Firewvall
@ Intrusion Prevention Wirug and Spywvare Protection policy - B o Recommended |
@ gf Application and Device Contral Wirus and Spywware Protection palicy - Hig Eeit High security po
Monitors @) Livelpdate YWirug and Spyweare Protection policy - Hig Delete Highet performs
-~ <& Exceptions
Copy
il Q Palicy Components
i Assign...
Reports
Import...
a Expart...
Bolicies

The Virus and Spyware Protection policy window for the selected policy appears.

19. In the left pane, select Windows Settings > Protection Technology > Auto-Protect.
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@\ﬁrus and Spyware Protection policy - Balanced

Yirus and Spyware Protection
Palicy

Creervigwy

= Windows Settings

Scheduled Scans:
Administrator-Defined Scans
Auto-Protect
Dovynload Protection
SOMAR

Early Launch Anti-hakoeare Driver

The Auto-Protect pane appears on the right side of the window.

20. On the Scan Details tab of the Auto-Protect pane, select the Advanced Scanning and Monitoring
button.

@\ﬁrus and Spyware Protection policy - Balanced

Virus and Spyware Protection  Auto-Protect
Policy Scan Details [ Actions | Notifications | Advanced

DvErvien
E Windows Settings T ™ Enable Auto-Pratect

Scheduled Scans:

|

Scanning

Administrator-Defined Scans
Specify what files or processes are scanned by Auto-Protect.
Protection Technology:

File types:
U & Scan all files

Auta-Protect

Daverload Pratection

SCMAR " Scan only selected extensions: Select Extensions..

Early Launch Anti-haksvare Driver [ Determine fils types by sxamining file contents

Aclditional options:

internet Emeil Auto-Protect Tﬂ [V Scan for security risks

Microsaft Outioak Auto-Protect

Lotuz Motes Auto-Protect | Advanced Scanning and Monitoring...

Advanced Options:
Network Settings

Global Scan Options
Specify network options for scanning fies on remote computers.
Guarantine

Mizcellaneous Tﬂ] ¥ Scan files on remote computers MNetvwork Settings...

El__Mac Settings ¥ oy when files sre executed
Scheduled Scans:

|

Administrator-Defined Scans

Protection Technology:

Auta-Protect

Advanced Options:

Miscelaneous

- - -

The Advanced Scanning and Monitoring dialog box appears.

21. In the Scan Files When area, do the following steps:
a. Select the Scan when a file is modified option.

b. Enable the Do not scan files when trusted processes access the files check box.
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@Ad\ranced Scanning and Monitoring E2

Scan Files When
Specfy activies that rigger autometic seans.
rﬂq © Scan when a file iz accessed of moddifisd
{*' Scan when a file iz modified

rm [V Scan when a file i backed up

rﬂq [+ Do nct scan files when trusted processes access the files

Floppy Settings

Specify options for scanning floppies.

rﬂq [V Check floppies for boct viruzes when accessed
When a boat virus is found:

|Leave alone (log anly) E“

Other Options

rm V¥ Delete nesvly created infected files if the action is 'Leave alone (log onlyy'
[~ Delete nesly crested security risk if the action iz 'Leave alone [log only)'

Tn ¥ Preserve file times

(004 H Cancel H Help

22. Select the OK button.
23. In the Symantec Endpoint Protection Manager window, select the LiveUpdate object.

®5vmantec Endpoint Protection Manager

()' Symantec™ Endpoint Protectio

ﬁ Policies
|_| . .
Home S Wirus and Spywrare Protection
ii Firesaall
'@' Irtrusion Presvention
[E % Application and Device Contral
Wanitors ) LiveUpdate
& Exceptions
i‘ Q‘ Palicy Components
Reports
Policies

The LiveUpdate Policies pane appears on the right side of the window.



16 Symantec Endpoint Protection 12.1.4 for Customer Interaction
Center Servers and Subsystems Technical Reference

24. On the LiveUpdate Setting tab, right-click the LiveUpdate Settings policy item and select Edit from
the resulting shortcut menu.

®5vmantec Endpoint Protection Manager

() Symantec™ Endpoint Protection Manager

Mo, . ..
ﬁ_ Policies » @ LivelUpdate Policies
I wi ; S —
Home b Virus and Spyware Protection LiveUpdate Settings | LiveUpdate Conte
ﬁi Firewsall
€} Intrusion Prevertion Name |
= _— .
@ Application and Device Cantrol Livellpdate Settings policy Creat
Maritars ) LiveUpdate Addd...
& Exceptions Edit...
i‘ Q Paolicy Components Delete
Copy
Reports
— Azsign...
EZ Impcrt...
Export...
Policies

The LiveUpdate Settings policy window appears.
25. In the left pane, select Windows Settings > Schedule.

((1]) LiveUpdate

Palicy
Orverviensy

= Windows Settings |

Server Settings

Echeduls

Advanced Settings
= Mac Settings

Server Settings
Schedule

Advanced Settings

The Schedule pane appears on the right side of the window.

26. In the Schedule pane, use the available controls to set the update process to occur during off-peak
hours.
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@ LiveUpdate Settings policy

LiveUpdate Schedule

Palicy ) . =
LiveUpdate Scheduling
CWBIWIENY
Enable the scheduling of sutomstic downloads from Livelpdste servers. The schedule seftings do not contral dowenloads from

= Windows Settings
4 | the default management server, from Group Update Providers, or from third party content management tools.

Server Settings
— Maote: The cortrols on this dislog will only be enakbled if Use s Livellpdste Server is selected on the Server Settings tab.
checule
¥ Erabile Livelpdate Scheduling
Achranced Seftingz

| Frequency

= Mac Settings

Specify howe often to schedule clients to run LiveUpdate and check for and download the latest updates.
hours o  ieekly
Advanced Seftings

At | 03 00 E Ewery:  |Sunday E

Retry Window

Server Settings

Sehedule  Cortinuously  Every

Set the maximum retry window allovwed after & mizzed scheduled updste. If the maximum time is reached hefore the update
h&s run, the computer will weait for the next scheduled time to try again.

I Keep trying for (in hours):

Download Randomization Options

The follovwing parameters define the time window around the scheduled time in which to perform the download. & random
dovvnload time within that time windowe will be chozen.

[ Rendomize the start time to be + or - (in hours):

Idle Detection

- Delay scheduled LiveUpdate urtil the computer iz idle. Owerdue sessions swill run unconditionally

Options for Skipping LiveUpdate

You can skip scheduled Livelpdate sessions if the client protection is up to date. Scheduled Livellpdate sessions occur only
if allthe conditions that vou specify are met.

I LiveUpdate runs only if Wirus and Spyware definitions are alder than: E

|| oK I[ Cancel ” Help ]

27. When you have finished configuring the update schedule, select the OK button.

28. In the left pane of the Symantec Endpoint Protection Manager window, select the Clients object.
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®5vmantec Endpoint Protection Manager

(' Symantec™ Endpoint Protectio

ﬁ Clients )
=+ hiy Company

Hoe 5
-~ L Default Group

Monitors

Tacko

29. In the Clients area, select the group to which you have assigned your Interactive Intelligence product
servers.
The configuration pane for the selected group appears on the right side of the window.

30. In the Location-specific Policies and Settings area, ensure that the following items that you modified
for your Interactive Intelligence product server are being issued:
e Virus and Spyware Protection policy
e LiveUpdate Settings policy
e Exceptions policy
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ion Manager

* a

_& Default Group

Clients | Policies | Details | Install Packages

=] B3

Refresh | Help | Log Off

FPalicy serial nurmber:

Policy inheritance is ON

[+ Inherit policies and settings from parent group "My Company"

Location-independent Policies and Settings

Custorn Intrusion Prevention
Systern Lockdown
Metwork Application Monitoring

88§

Location-specific Policies and Settings

= Location-specific Policies:
= Wirus and Spyware Protection policy - Balanced
@ Firenwall policy
Intrusion Prevention policy
% 2pplication and Dewice Control policy
2} Livelpdate Settings policy

g IMIMN Server Exceptions
# Location-specific Settings:

Livelndate Content Policy Settings

Client Log Settings
Communications Settings
External Comrmunications Settings
General Settings

Add a policy...

19
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Change Log

The following changes have been made to this document since release:

Date Change
June 15, 2012 Initial Release
July 5, 2012 Added admonishment about the importance of selecting the correct installation
type
March 18, 2013 Updated for 12.1.2
April 15, 2013 Added content stating that the reader must verify the paths of excluded files
October 1, 2013 Updated for 12.1.3
September 12, 2014 | Added directories and extensions to exclude from scanning.
November 3, 2014 Updated for 12.1.4
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