1 SIP Carriers

1.1 SIS
Solutions and Infrastructure Services Ltd

1.2

1.2.1 Warnings

Check the SIP 3™ Party SIP Carrier Matrix for certification status, and supported
features. More info about the SIP 3™ Party SIP Carrier Matrix can be found in the
SIP Carrier section of the web site(s) below:

http://testlab.inin.com

1.2.2 Vendor Contact
Vendor Web Site : WWW.Sis.net.mt

1.2.3 Versions Verified
SIP Carrier status as of 1/04/2009

1.2.4 Prelnstall

SIS will provide users with a set of authentication credentials, and a reference
server (IP, FQDN, or other means to connect to the service). These must be
obtained before setup can begin.

1.2.5 Install
SIS requires afully configured SIP enabled IC server. Two or more SIP lines must be
created. The configuration for these lineswill be covered in section 1.1.7.1.1 below.
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2 |IC Configuration Guide

2.1 Line Configuration

The line page has a vast majority of the configuration options required for SIP

Carrier setup. This is the section that configures the connection to the carrier’s
servers, any authentication or registration information, and basic configuration
needs.

As stated before, two lines must be created. These lines are required, one for the
SIS Trunk connection, and one for the stations. Each portion of the lines page
will be explained as it relates to the SIS Service. For this document, the SIS
connection line will be referred to as SIS SIP Line, and the station line will be
referred to as stations. Also, any reference to a menu, while talking about the
line configuration, will refer to the options on the left side of the line configuration
page, and tabs will refer to the standard tab interface across the top of the line
configuration page.

2.1.1 Line Menu

Line Configuration - External_Sip EH |

SIP Line Configuration | Call Putback | Custom Attributes | History |

Line ¥ active &
Transport Phone Murmber: |3562I3651E-51

Sessian

Authentication  Domain Mame: |91.1I]3.88.55

Py

Regiskrar ~ Maximum Murnber of Calls

Arcess

Region " Combined ' Inbound/Cutbound

Inbound: |3|:| [~ Mo Limit e
Cukbound: I an I- Mo Lirnit

[ Disable T.38 Faxing

v Auka Disconnect when Silence Detected in LI

Lmimm Rl

«l » W Confirm auto-save (4 I Zancel | Apply |

Figure 1: Line Menu Line Configuration Page

2.1.1.1 Active

The active box should be checked. This activates the line. If this box is not
checked, the line will not be available for any function. This can also be affected
by right clicking on the line in Interaction Administrator, dropping to the Set
Active menu option, and selecting Yes.
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2.1.1.2 Phone Number

The phone number provided by the SIP Carrier should be entered into this box.
The number entered is used in the "From" header in outbound SIP calls. Incorrect
numbers can lead to some functionality not working as expected or at all.

2.1.1.3 Domain Name

This box should contain the Fully Qualified Domain Name (FQDN) of the
authentication/registration server provided by SIS. It is used for the registration
and/or authentication of the line.

2.1.1.4 Disable T.38 Faxing

SIS's SIP Carrier service support the T.38 faxing protocol by default. Leave this
box unchecked if you do not have (or whish to use) an analog to SIP capable FXS
type device to connect an analog fax machine to the system.

2.1.1.5 Remainder of Line Menu Options

These have no major direct impact on the SIP carrier configuration, and should be
addressed according to business needs.
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2.1.2 Audio Menu

Line Configuration - External_Sip

SIP Line Configuration |Cal| Putbackl Custom Attributes I Histary I

|Line

Transpark
Session
Authentication
Prosxw
F.eqistrar
ACcess

Reqgion

Audio Path: |F'-Iwavs In j
DTMF Type: |RFczass =l
CTMF Payload: 101 =4

metwork Gain:

whl

Bus Gain:

RTP Q05 Byte (hesx): |1|:|111|:||:n:| B

L]

[~ “nice Ackivation Deteckion {(WaD)

& | » | V' Confirm auko-save

o]

Apply

Figure 2: Audio Menu Line Configuration Page

2.1.2.1 Audio Path

This is for the most part, the choice of the client with respect to the business
being done on the server. However, there are several important caveats.

1. Dynamic audio for SIP carriers has significantly less delay as compared to
Always In audio (~100ms).

2. The audio will be brought into the IC server when set to Dynamic Audio for
any call that is recorded (just for that call, not permanently). If using a
Media Server recorded calls will not travel through the IC server, and very
little, if any, latency will be added.

2.1.2.2 DTMF Type

DTMF has three options, Inband, RFC2833, and RFC2833 Only. These are up to
the discretion of the user. All three are supported with the following caveats:

SIS requires the RFC2833 to be identified in the Invite message which requires
Normal Media. To use Normal Media, the Disable Delayed Media checkbox needs
to be selected (or Normal Media selected in the same location from the dropdown
in a post-GA IC 3.0 server) from the session menu described later. Disabling
Delayed media is the recommended method by Interactive Intelligence for all SIP

Carriers.
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RFC2833 - If using Delayed Media, the DTMF type will fall back to Inband.
RFC2833 Only - If using Delayed Media, the call will fail.

Inband - Delayed Media will have no effect on Inband DTMF

2.1.2.3 Voice Activation Detection (VAD)

This checkbox controls the Annex B option when using G.729. The IC server will
not dynamically negotiate G.729 with annexb=yes. If Annex B is desired, this box
must be checked, otherwise it will always use the annexb=no option. Ifitis
required to have both another line can be set up with some differentiating factor
one with Annex B enabled, and one without, then use the difference to select
between the two. The reseller or an Interactive Intelligence support option can
give more information on how this can be configured for the desired result.

2.1.2.4 Remainder of Audio Menu Options

These have no major direct impact on the SIP carrier configuration, and should be
addressed according to business needs.

2.1.3 Transport Menu

Line Configuration - External_Sip

SIP Line Configuration | Call Putback | Custom Attributes | Histary |

Line Transport Protocol: LIDP - =

| Audio

: : Address to use: I'-.-'u:uice j

Session

Buthentication Intel(R) PRCY1000 PT Dual Port Server Adapter

Proxy

Reqistrat Receive Port: I S0&0 Connect Timer sy | 2200

Access

el Mairumn Packet Retry: I 10 T1 Tirner (s S00
Mazximur Irvibe Retry: I ] T2 Timer (ms): I 4000
Feinvite Delay (ms): a0

Retryable Reason Codes: I 480, S00-599 o

SIP QOS Byte (hex): ||:|11n|:|unn |E~D :,' ~|

«l » ¥ Confirm auto-save Ik I Cancel | Apply |

Figure 3: Transport Menu Line Configuration Page
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2.1.3.1 Transport Protocol

This option should be set to UDP, unless an agreement for TCP or TLS support has
been agreed upon with the SIP Carrier. As of 1/04/ 009 SIS has support for UDP
by default. TCP and TLS are not currently supported.

2.1.3.2 Receive Port

This option should be set to 5060 (the standard SIP port), unless an agreement
for an alternative port has been agreed upon with the SIP Carrier. As of
1/04/2009 SIS only has support for port 5060 in the standard offering.

2.1.3.3 Remainder of Transport Menu Options

These have no major direct impact on the SIP carrier configuration, and should be
addressed according to business needs.
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2.1.4 Session Menu

Line Configuration - External_Sip

SIP Line Configuration | Call Putback | Custom Attributes | History |

Line [ Use SIF Session Timer

Audio _ _
Transoork SIP Session Tireouk: I &0 seconds

Athentication [¥ Disconnect on Broken RTP

me Media Timing: INu:nrmaI 'I
Reqiskrar

Access Media relNYITE Timing: IDEIayed "I

Region
[ Terminate Analysis on Conneck

v &sR Enabled

«l »l v Confirm auto-save o, I Cancel Apply

Figure 4: Session Menu Line Configuration Page

2.1.4.1 MediaTiming/MediarelNVITE Timing

This dropdown pair controls Delayed Media support. If delayed media is not
supported by SIP Carrier they will both have to be set to Normal for RFC2833
DTMF tones to work, as stated above (2.1.2.2 DTMF Type). Setting both to
Normal is the recommend method by Interactive Intelligence for all SIP Carriers,
and is required for the SIS service to function properly if delayed media is not
supported.

2.1.4.2 Remainder of Session Menu Options

These have no major direct impact on the SIP carrier configuration, and should be
addressed according to business needs.

2.1.5 Authentication Menu
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Line Configuration - External_Sip

SIP Line Configur ation ICaII Putback | Custom Attributes | History |

Lire

Audio
Transpork
Session
SAuEhenkication
Procy
Reqistrar
Access

Reqion

v authentication

User Name: | 35620651651

Bassward; I-"-----u

Confirmn Password: I LI L)

Cancel

ﬁl il M Confirm auto-save ITI

Apply

Figure 5: Authentication Menu Line Configuration Page

This box must be checked to enable authentication to the SIP Carrier. The User
Name and Password fields should be filled out with the appropriate information

provided by the SIP Carrier.

2.1.6 Proxy Menu
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Line Configuration - External_Sip EH |

SIP Line Configuration | Call putback | Custom attributes | History |

Line Priotitized list of Proxy IP addresses:

Audio

Transpﬂrt IF F'.ddrESS | Pork | I_ DMS SRY
Session @1,103,58,55 an&1 [ Use tel; Scheme

Authentication

Reqistrar
ACcess
Fegion

add | Edit | Del_etel Up | Du:uwnl

& | » | V' Confirm auko-save K, I Cancel Apply

Figure 6: Proxy Menu Line Configuration Page

2.1.6.1 Prioritized list of Proxy I P addresses

SIS, by default will supply the customer with a single IP address for which all
signalling must be directed too. A second backup destination proxy address can
be requested to support redundancy. When configuring the proxy for SIS, this IP
Address should be entered completely with the port (generally 5060 unless
otherwise directed) to enable the service to work properly.

2.1.6.2 Remainder of Proxy Menu Options

These have no major direct impact on the SIP carrier configuration, and should be
addressed according to business needs.

2.1.7 Registrar Menu

Page 9 of 16



Line Configuration - External_Sip [ 2| |

SIP Line Configuration | Call Putback | Custom attributes | History |

Line External List of Telephone Mumbers:  Prioritized list of Registrar IP addresses;

?;Jadgzpart External Phone Mumbers | IP Address | Port: | Time |

Session HEE20E5165] i | 91.103.88.55 5080 3600

Authentication

mei

Arccess

Feqgion

Add | Edit | Delete | add | Edit | Delete | Up | Du:uwnl

{(l »l ¥ Confirm auto-save (04 I Zancel | Apply |

Figure 7: Registrar Menu Line Configuration Page

2.1.7.1 External Phone Numbers

This box should have the respective group of phone numbers allocated to the
customer from the SIP Carrier. If more than one number has been provided, then
they should all be placed in this box to allow the IC server to register to all
numbers with the SIP Carrier. This in turn will tell the SIP Carrier that it may
send calls to all of said numbers to the IC server.

2.1.7.2 Prioritized list of Registrar | P addresses

This box is used to provide an alternative server or set of servers in which to
register. Some SIP Carriers do not handle registration requests on the same
server that processes the calls, or have more than one server/cluster that can
handle registration requests for redundancy purposes. This information should be
provided by the SIP Carrier, and when entered will cause the IC server to send
registration requests for all numbers in the External Phone Numbers box to all the
servers in this registrar server list.

2.1.8 Access Menu (Access Control lists)

If business needs require endpoints (i.e. phones) use port 5060, Access Control
lists are recommended. The 3.0 and higher versions of the IC server come with
default station lines that are set to 8060. If using these default station lines for
your endpoints, and not requiring multiple lines that are using the same protocol,
and port, this section can be skipped. These lists are recommended if not using
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the default station lines because separate lines allow better tracking of resource
utilization.

Line Configuration - External_Sip

SIP Line Configuration | Call Putback | Custam Attributes | History |

Line All computers will be;
Audio
Transport
Session
Authentication
Procoy Exceptions:

R.eqgistrar
h ACcess | IP address (Subnet mask) | add. ..

Fegian

%o O Granted Access

& Denied Access

Edit...

Remove

i

«l » V¥ Confirm auto-save (04 I Cancel Apply

Figure 8: Access Menu Line Configuration Page

2181 SISSIPLine

For the access menu, the radio button should be shifted to the value:

By default, all computers will be: Denied Access.

In the access list below the radio button, the resolved IP address for each proxy
server MUST be added. The “add menu” has a DNS lookup option if the only
information provided by the carrier were FQDNs. This allows the IC server to talk
to all the required elements of the SIP carrier.

2.1.8.2 StationsLine

In the case of the stations line, this is up to the discretion of the user. Itis
possible to enter in single IP’s, IP groups (using subnet masks), or allow
everything. The user has several options based on business needs and security
requirements. However note that only one line can be selected to “Granted
Access” per port per IC server.
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The reason why the SIP Carrier Line was selected to be Denied Access was
because it has far fewer and less complicated entries than the line that will be
supporting all the local endpoints.

2.1.8.3 Region Menu

This should be set at the user discretion, however the user should take care to
assure the location supports the proper codecs supported by the SIP Carrier.

In the case of SIS only G.711 (A-law), and G.729 are supported, so selecting a

location that does not have any of these as an option would cause the line not to
function properly. SIS does not have a particular business model preference for
either codec, so this is up to the discretion and needs of the user.
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3 SIP Proxy Support

For SIS and all carriers that use the SIP Authentication model, the Interaction SIP
proxy is not supported. This information is included for completeness and in the
case that it may possibly be supported in the future.

Note: If using a NAT/PAT type solution, a SIP Proxy can only be used in
conjunction with a SIP Carrier that supports a static IP proxy (on their side, the
same thing entered into the proxy menu on the lines page, not the SIP proxy). If
this is not supported, the SIP Proxy can not properly pass its return address
through to the carrier.

If a SIP Proxy is to be used in a NAT/PAT environment, then the externally facing
IP of the SIP Proxy must be entered in the following places in the SIS SIP Line
configuration.

« On the proxy menu, in place of those provided by the Carrier

e On the registrar menu, in places of those provided by the Carrier

Also, the SIP Proxy (in a non NAT/PAT environment, or the NAT/PAT externally
facing IP) must have the IP address provided to SIS. Otherwise it will reject
messages coming to it from an unknown IP.

The information regarding the SIP Carrier is then transferred to the appropriate
places in the SIP Proxy. The SIP Proxy then feeds the required info back to the
SIP Carrier. It is required to put the SIP Proxy information in the IC server. This
is due to the fact that it is no longer directly talking to the SIP Carrier, and all
information coming and going must be relative to the SIP Proxy.
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4 Fax Caveats

SIS supports useable and functioning T.38 faxing. However if the customer would
like to use an analog fax machine connected to the network, or if T.38 faxing is
not an option, the way to circumvent this problem is with an analog to SIP FXS
device connecting an analog fax machine to the IP network. The FXS device will
pass the SIP information on allowing for G.711 pass-through (which is the
carrying of the fax signal through the voice packets on the network). This has
been tested using an AudioCodes Media Pack, and a Cisco FXS card on its SIP
Gateway.

4.1 AudioCodes Media Pack Configuration

Aside from the standard configuration options that must be entered for general
SIP to analog usage (e.g. proxy name, IP address, etc...) two additional features
must be set to enable the Media Pack to properly pass the fax.

One is the Fax Signaling Method. This must be set to G.711 Transport, and can
be found by selecting the following links from the main page of the Media Pack
configuration.

e Protocol Management
o Protocol Definition

=  General

The other required configuration setting is Fax/Modem Bypass Coder Type, which
must be set to G711A/aw. This configuration option can be found by selecting the
following links from the main page of the Media Pack configuration.

= Advanced Configuration
o Media Settings
= Fax/Modem/CID Settings

4.2 Cisco Gateway FXS Card Configuration

To configure the Cisco Gateway FXS Card to use G.711 pass-through for an
analog fax machine, the following information must be entered. The information
in parenthesis at the end of the lines is not to be typed in, but provides additional
information regarding the line to aid in configuration for various environments.

Also, this information must be entered under the configuration level of I0S (i.e.
enable access, then configure access).
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For Outbound Faxing:

dial-peer voice X voip  (the X is to be respective to the given gateway)

Under the above created dial-peer, the following options must be entered.

service session

destination-pattern .T

session protocol sipv2

session target ipv4:x.x.x.x (use the IP of the IC server in place of x’s)
incoming called-number pattern .T

dtmf-relay rtp-nte (This is for RFC2833 support)

codec g711ulaw

fax rate 14400

For Inbound Faxing:

dial-peer voice X pots (POTS Dial peer)
service session

destination-pattern 7777 (IC station extension)
port 0/1/1 (FXS port number)

forward-digits 0
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Special Notes:

1) SIS supports primary and backup IC Server configuration by registering

the primary and backup IP addresses of the respective servers in their system.
Calls are routed through the back up IC server when the primary is down.

2) Dynamic audio is not supported at this date (1/04/2009)

3) We have tested for forty simultaneous calls on our IC server using SIS

SIP Carrier.
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